


Management Control Process Primer








1.  This primer provides a brief overview of the management control process for US Army Joint Munitions Command (JMC) elements.  We have included an explanation of the terms commonly used in the management controls process, a brief description of the process, and a list of responsibilities.  Also, we have included a sample format and instructions for material weakness submissions.  For more detailed information on the management control process, you may refer to the Army Regulation (AR) 11-2, Management Control, or the Government Accounting Office Standards for Internal Control.





2.  Explanation of Terms.





    a.  Annual statement of assurance is a statement signed by a manager that accurately describes the status of management controls within his/her organization, and submitted to the next higher level of management.  The manager receiving the assurance statement refers to it as a feeder statement.  Managers must review their feeder statements during the assessments of their organizations prior to preparing their own annual assurance statements.  The assurance statements must include any material weakness that the manager identifies during his/her assessment, and plans for corrective action.





    b.  Assessable unit is an organization responsible for conducting management control evaluations in accordance with the


JMC Management Control Plan, and providing an annual statement of assurance on management controls to the next higher level of management.





    c.  Assessable unit manager (AUM) is the military or civilian head of an assessable unit.  It is a relative term.  From a manager’s perspective, all subordinate managers that provide feeder statements to him/her are AUMs within the manager’s organization.





    d.  Evaluator is the person who completes the management controls evaluation checklist, i.e., performs the tests, documents the results, answers the checklist questions, or uses an alternative evaluation to satisfy the evaluation requirements.  Also, the evaluator prepares the DA Form 11-2-R Certification Statement for signature by the AUM.  An evaluator can be anyone who the supervisor assigns to complete the task.





    e.  Executive Steering Group (ESG) will consist of senior-level management.  They must review any potential material weaknesses for materiality, and make recommendations as to which material weaknesses the organization needs to report to higher headquarters.  Note that the ESG can only make recommendations, unless the head of the organization (commander, director, or commander’s representative), or his/her deputy, or civilian executive assistant is a member of the ESG.  The JMC requires ESGs at HQ JMC; the Headquarters, US Army Field Support Command; the US Army Defense Ammunition Center; and all active Government installations.





    f.  Management controls are the rules, procedures, techniques, and devices employed by managers to ensure that what should occur in their daily operations does occur on a continuing basis.





    g.  Management Control Administrator (MCA) is the key person for execution of the management control process within an organization.  The MCA must be knowledgeable in all aspects of the management control process.  The JMC requires one MCA each at HQ JMC; the Headquarters, US Army Field Support Command; the US Army Defense Ammunition Center; and all active Government installations.





    h.  Management control evaluation is a periodic, detailed assessment of key management controls to determine whether they are operating as intended.  The evaluator must base his/her assessment on the actual testing of key management controls and must support the assessment with documentation (i.e., the individual(s) who conducted the evaluation and the date, the methods used to test the controls, any deficiencies the evaluator detected, and the corrective action taken).  For evaluation purposes, the organization may use the management control evaluation checklists identified in the JMC management control plan, or alternative evaluations such as command assessments, headquarters inspections, etc., providing they address all key controls.





    i.  Management Control Plan (MCP) is a written plan that identifies the management control evaluations that the organization will need to conduct.  The MCP covers a five-year period and includes the key management controls identified by HQDA and any additional management controls identified by the reporting organization.





    j.  Management control point of contact (POC) is the key person in an assessable unit that is responsible for the execution of the management control process.  Unless the POC has attended training designed for MCAs, he/she will need to rely heavily on his/her organization’s MCA for assistance and guidance.  The JMC requires management control POCs for all organizations providing annual assurance feeder statements.





    k.  Material weakness is a management control deficiency that warrants reporting to the next higher level of management, either for their action or for their awareness.





    l.  Reasonable assurance is a satisfactory level of confidence that management controls are adequate and are operating as intended.  The determination of reasonable assurance is a management judgment based on the effectiveness of management controls, and the extent of management control deficiencies and material weaknesses.





    m.  Senior responsible official is the management official that has overall responsibility for ensuring an effective management control process within the organization.  The senior responsible official designates an MCA to administer the process and oversees the preparation of the organization’s annual assurance statement.





3.  Management Control Process.





    a.  All JMC organizations will execute the management control process as directed by the JMC MCA.





    b.  Managers will maintain effective management controls throughout the JMC to provide reasonable assurance that their organization protects resources from waste, fraud, and abuse.  Managers at all levels will adhere to the principles of the management control process as it relates to their areas of responsibility.





    c.  Evaluators will complete management control evaluations as required by the JMC MCP and/or indicated by the local MCA or POC.  Evaluators can conduct the evaluations by using checklists attached to evaluations or by other means, e.g., command inspections, higher headquarters compliance reviews, etc.  When necessary, the local MCA or management control POC will provide assistance in determining how to conduct the evaluation.





    d.  A vital step in completing a management control evaluation is the actual testing of controls, using one of several approaches: direct observation, file/document analysis, sampling, or simulation.  Managers will ensure that evaluators actually test controls and document the results.





    e.  Each organization will maintain documentation to support their management control evaluations, as support for the organization's annual assurance statement.  The organization will need to maintain this documentation until the next cycle, when a new management control evaluation supersedes it, usually 1 or 2 years.





    f.  The absence of, or ineffectiveness of management controls constitutes a material weakness that the organization must correct.  The organization will need to report all material weaknesses, corrected or uncorrected, to the next higher level of management.  We have enclosed a sample format and instructions for reporting material weaknesses at Appendices A and B of this primer.





    g.  All managers will need to include statements on management control responsibility on their civilian or military evaluation report support forms.  We recommend using the following statement:  "To provide the leadership and support needed to ensure that management controls are in place and operating effectively and to ensure compliance with Chapter 1, AR 11-2, Army Programs Management Control."





    h.  For applicable organizations, the ESG will review and discuss all known management control deficiencies prior to submitting the annual assurance statement for signature and make recommendations whether or not to report the deficiencies to higher headquarters as material weaknesses.





4. Responsibilities.





    a.  The head of the organization is responsible for carrying out an effective management control process within his/her organization.  The head of the organization will:





        (1)  Assign an MCA, POC, or senior responsible official to administer the management control process within his/her organization and serve as a focal point for all management control matters.





        (2)  Ensure that all military and civilian managers include management control responsibilities in their performance objectives and evaluation reports.





        (3)  Review all management control evaluations prior to signing an annual assurance statement to ensure that his/her staff has considered all known management control deficiencies for materiality, and has submitted material weaknesses as necessary.





        (4)  Sign an annual statement of assurance that accurately describes the status of management controls within his/her organization and submit it to the next higher level of management.  This statement will include any material weaknesses the organization has identified and plans for corrective action.





    b.  All managers will:





        (1)  Include management control responsibilities in their performance objectives and evaluation reports.





        (2)  Ensure their organization tests all key management controls, review and initial each management control evaluation, submit to the MCA or POC for review, and maintain appropriate documentation.





        (3)  Correct, if possible, any material weaknesses discovered during management control evaluations.  Report both corrected and uncorrected material weaknesses to the MCA.  Include corrective action taken on those that the organization corrected.





        (4)  Maintain documentation and log that tracks action the organization has taken to correct all weaknesses regardless of source of discovery (self-detection or outside audits/inspections) and materiality (dollar value, publicity) of weakness.





        (5)  Review all management control evaluations prior to signing an annual assurance statement to ensure that his/her staff has considered all known management control deficiencies for materiality, and has submitted material weaknesses as necessary.





    c.  Evaluators will:





        (1)  Test controls in accordance with paragraph 4d, above.





        (2)  Complete the management control evaluation checklists.





        (3)  Identify and correct, if possible, any weaknesses discovered during the testing.  Report all weaknesses, corrected or uncorrected, and any corrective action taken to management.





        (4)  Maintain documentation to support the completed management control evaluation checklists within the work center until superseded by a new checklist.  Documentation should include all action taken on material weaknesses.





    d.  The MCA will:





        (1)  Include management control responsibilities in his/her performance objectives.





        (2)  Develop local guidance and procedures governing the organization’s management control process.





        (3)  Provide training, guidance and assistance to managers, management control POCs, and evaluators.





        (4)  Review the JMC MCP and forward applicable management control evaluation checklists to the appropriate offices or evaluators for completion.





        (5)  Monitor the status of scheduled management control evaluations and ensure accurate completion.  Ensure completion of DA Forms 11-2-R, Certification Statements, to accompany the evaluations.





        (6)  Verify that all managers have included management control responsibilities in their performance objectives.





        (7)  Review management control evaluation documentation and evaluate the adequacy of management control testing.





        (8)  Maintain copies of completed management control evaluation checklists for review.





        (9)  Track reported material weaknesses until corrected. Provide quarterly reports to the next higher level of management on the status of material weaknesses reported with the annual assurance statement.  Retain all required documentation on corrected material weaknesses for a period of 3 years, minimum.





        (10)  Prepare the annual assurance statement for the head of the organization’s signature.





        (11)  Ensure that the organization establishes an ESG and facilitate its review and discussion during the annual assurance statement process.





    e.  Management Control POCs will:





        (1)  Include management control responsibilities in their performance objectives.





        (2)  Provide guidance and assistance to managers, subordinate management control POCs, and evaluators.





        (3)  Forward applicable management control evaluation checklists to the appropriate offices or evaluators for completion.





        (4)  Monitor the status of scheduled management control evaluations and ensure accurate completion.  Ensure completion of DA Forms 11-2-R, Certification Statements, to accompany the evaluations.





        (5)  Verify that all managers have included management control responsibilities in their performance objectives.





        (6)  Review management control evaluation documentation and evaluate the adequacy of management control testing.





        (7)  Maintain copies of completed management control evaluation checklists for review.





        (8)  Track reported material weaknesses until corrected. Provide quarterly reports to their next higher level of management on status of material weaknesses reported with the annual assurance statement.  Retain all required documentation on corrected material weaknesses for a period of 3 years, minimum.





        (9)  Prepare the annual assurance statement for the head of the organization’s signature.





�
Appendix A - Material Weakness Format





                                              Date:           





NEW/CORRECTED/UNCORRECTED MATERIAL WEAKNESS





                                              Local ID #: ______





Title and Description of Material Weakness:





Functional Category:





Pace of Corrective Action:





     Year Identified:





     Original Targeted Correction Date:





     Targeted Correction Date in Last Year's Report:





     Current Target Date:





     Reason for Change in Date(s):





Component/Appropriation(s)/Account Number:





Validation Process:





Results Indicators:





Source(s) Identifying Weakness:





Major Milestones in Corrective Action:





A.  Completed Milestones:





      Date:                       Milestone:





B.  Planned Milestones (FY  ):





      Date:                       Milestone:





C.  Planned Milestones (Beyond FY  ):





      Date:                       Milestone:





Note:





HQDA Functional Proponent Participating in Corrective Actions:





Point of Contact:


�
Appendix B – Instructions for Material Weakness Format





                                        Date:  Provide the date 


                                          of your latest update.





NEW/CORRECTED/UNCORRECTED MATERIAL WEAKNESS





                                  Local ID #: Your organization's


                                    identification # for the MW.





Title and Description of Material Weakness:  The title should be


short.  The narrative should include a concise description of the problem, its cause, and impact.  Members of Congress or the general public should be able to easily understand the description.  (If you reported a material weakness previously as corrected and you must reopen it, you should not report it as a new weakness.  The material weakness should retain its earlier title and identification number with a parenthetical notation in the description that your previously reported it as closed in the FY XX annual assurance statement.)





Functional Category:  Cite one of the broad DoD functional categories in accordance with the Special Guidance for Reporting DoD Functional Categories below.  





Pace of Corrective Action:





   Year Identified:  The FY that you first reported the weakness in your assurance statement.





   Original Targeted Correction Date:  The FY that you targeted for the correction when you first reported the weakness.





   Targeted Correction Date in Last Year's Report:  The FY that you targeted for the correction in last year's report.  If this is a new weakness, enter "N/A."





   Current Target Date:  The FY that you now target for the correction.  If you are closing out this weakness, enter "N/A."





Reason for Change in Date(s):  If the "Current Target Date" is later than the "Targeted Correction Date in Last Year's Report", explain what caused this change.  If no difference, enter "N/A."





Component/Appropriation(s)/Account Number:  Component is "Army". 


Identify the appropriation(s) and account number(s) associated with this correction (Ex: Army/Other Procurement, Army/Acct #).





Validation Process:  Indicate the method you plan to use to validate the effectiveness of the corrective actions and the date that will take place.  Indicate if the Inspector General or Army Audit Agency has a role in this validation.





Results Indicators:  Describe the beneficial results that you have or will achieve by the corrective actions, using quantitative and/or qualitative measures.





Source(s) Identifying Weakness:  List all sources, to include:  management control evaluations; General Accounting Office (GAO), DoD Inspector General (IG), US Army Audit Agency or DA IG findings (if so, cite the title, number and date of the audit/inspection report); local inspector general or internal review findings; or other management evaluations.





Major Milestones in Corrective Action:  Indicate the major milestones (primary corrective actions) that you require to correct the weakness.  You should directly relate the milestones to correction of the weakness and state them in the present tense.





The GAO and Congress are giving increasing attention to the validation of corrective actions.  The Comptroller General expressed concern that many weaknesses are the result of our failure to comply with existing policy, yet a third of all corrective actions involve policy changes.





It is crucial to validate whether a policy change actually corrects a material weakness.  DoD policy now requires that validation occur before we report a material weakness as closed and that each material weakness include a validation milestone as the last corrective action.





Your may add or delete milestones for previously reported material weaknesses, but you must provide an audit trail.  When adding a milestone, enter "(added)" under the new milestone's date.  When deleting a milestone, enter "(deleted)" under the date and provide a short explanation of why you deleted it at the end of the milestone description.





Note:  Any special additional notes.





HQDA Functional Proponent Participating in Corrective Actions:


Weaknesses that require HQDA action to help resolve them, please provide the specific HQDA functional proponent (i.e., DCSLOG, 


DCSOPS, etc.) including office symbol, POC, telephone number, and e-mail address.  If you are reporting the weakness for information then please indicate "N/A."





Point of Contact:  The name, office symbol, telephone number, and e-mail address of the individual who is most knowledgeable about the material weakness, and can respond to specific inquiries.








SPECIAL GUIDANCE FOR REPORTING DOD FUNCTIONAL CATEGORIES





The material weakness format includes an item called "Functional Category."  You will need to cite one of the broad DoD functional categories.  We have included a list of the categories below.  Refer to this list to determine the appropriate functional category of your material weakness.





MATERIAL WEAKNESS MANAGEMENT CONTROL REPORTING CATEGORIES





1.  RESEARCH, DEVELOPMENT, TEST, AND EVALUATION.  This covers the basic project definition, approval, and transition from basic research through development, test, and evaluation.  Includes all DoD and contractor operations involved in accomplishing the project work, excluding the support functions covered in separate reporting categories such as Procurement and Contract administration.


 


2.  MAJOR SYSTEMS ACQUISITION.  Covers items designated as major systems subject to the procedures of the Defense Acquisition Board (DAB), the Military Services Acquisition Review Councils, or the Selected Acquisition Reporting System.  DoD Directive 5000.1 may be helpful when evaluating a weakness for this.


 


3.  PROCUREMENT.  Covers the decisions to purchase items and services together with certain actions to award and amend contracts (e.g., contractual provisions, type of contract, invitation to bid, independent Government cost estimate, technical specifications, evaluation and selection process, pricing, and reporting).


 


4.  CONTRACT ADMINISTRATION.  Covers the fulfillment of contractual requirements including performance and delivery, quality control and testing to meet specifications, performance acceptance, billing and payment controls, justification for contractual amendments, and actions to protect the best interests of the Government.


 


5.  FORCE READINESS.  Includes the operational readiness capability of combat and combat support (both Active and Reserve component) forces, based on analyses of the use of resources to attain required combat capability or readiness levels.


 


6.  MANUFACTURING, MAINTENANCE, AND REPAIR.  Covers the management and operation of in-house and contractor-operated facilities performing maintenance and repair of, and/or installation of modifications to, materiel, equipment, and supplies.  Includes depot and arsenal-type facilities as well as intermediate and unit levels of military organizations.


 


7.  SUPPLY OPERATIONS.  Encompasses the supply operations at the wholesale (depot and inventory control point) level from the initial determination of materiel requirements through receipt, storage, issue reporting, and inventory control (excluding the procurement of materiel and supplies).  Covers all supply operations at retail (customer) level, including the accountability and control for supplies and equipment of all commodities in the supply accounts of all units and organizations (excluding the procurement of materiel, equipment, and supplies).





8.  PROPERTY MANAGEMENT.  Covers construction, rehabilitation, modernization, management and control over real and installed property and facilities (both military and civil works construction).  Includes all phases of property life-cycle management from determination of need through disposition.  Also covers disposal actions for materiel, equipment, and supplies.





9.  COMMUNICATIONS AND/OR INTELLIGENCE AND/OR SECURITY.  Covers the plans, programs, operations, systems, and management activities for accomplishing the communications and intelligence missions.  Includes safeguarding classified resources but not peripheral assets and support functions covered by other reporting categories.  Also covers the DoD programs for protection of classified information.





10.  INFORMATION TECHNOLOGY.  This area covers the design, development, testing, approval, deployment, use, and security of electronic data processing systems, computers, and other technologies for processing management information.  Includes:  requirements, justification for equipment, and software.





11.  PERSONNEL AND/OR ORGANIZATION MANAGEMENT.  Covers authorizations, recruitment, training, assignment, use, development and management of military and civilian personnel of the DoD.  Also includes the operations of HQ's organizations.  Contract personnel are not covered by this category.





12.  COMPTROLLER AND/OR RESOURCE MANAGEMENT.  Covers the budget process, finance and accounting, cost analysis, productivity and management improvement, and the general allocation and continuing evaluation of available resources to accomplish mission objectives.  Includes pay and allowances for all DoD personnel and all financial management areas not covered by other reporting categories, including those in connection with OMB Circular A-76. 





13.  SUPPORT SERVICES.  Includes all support services functions financed from appropriated funds not covered by the other reporting categories, such as health care, veterinary care, and legal and public affairs services.  All non-appropriated fund activities are also covered by this category.





14.  SECURITY ASSISTANCE.  Covers management of DoD Foreign Military Sales, Grant Aid, and International Military Education and Training Programs.





15.  OTHER (Primarily Transportation).  All functional responsibilities not contained in the previous categories, including management and use of land, sea, and air transportation for movement of personnel, materiel, supplies, and equipment using both military and civilian sources.
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