	REQUEST FOR ACCREDITATION OF EMPLOYEE-OWNED

                                                            INFORMATION SYSTEM (EOIS)                                            (AFSCM 25-1)

	1. User Name:         
	2. Office Symbol:       
	3. Phone:        

	Contact your IASO if assistance is needed to complete this form.    Provide information below where indicated.  

BASIC SYSTEM(S) INFORMATION & IDENTIFICATION  

	5a.  Manufacturer: 

      
	Model #: 

        
	Serial #:    

     
	Category #:    

     

	5b.  Manufacturer: 

      
	Model #:  

      
	Serial #:    

     
	Category #:    

     

	6.  System category (W = Workstation, L = Laptop, P = PDA (if PDA, include type, sync software & version) , O = Other/specify):                     

	7.  Type accreditation:  OPERATIONAL               8.  System status:  OPERATIONAL


SYSTEM OVERVIEW

  9.  For what purpose is the device used?         

 10.  Does the device require identification & authentication (user id & password)?      Yes  FORMCHECKBOX 
       No  FORMCHECKBOX 

 11.  What type of info is stored on the device?        

 12.  What type of info is transferred from the device to the workstation?       
 13.  How does the transfer take place?   Disc  FORMCHECKBOX 
       Cable  FORMCHECKBOX 
      Other:                    
 14.  Is  the device wireless capable?         Yes  FORMCHECKBOX 
            No  FORMCHECKBOX 


SYSTEM ENVIRONMENT & SPECIAL CONSIDERATIONS   

 15.  How is the device physically protected (storage while unattended)?       
 16.  Where will the device be located?       

INFORMATION CONTACTS  

17.  List the name & telephone number of your appointed IASO (go to the following Web site to find your IASO based on office symbol:  https://home.ria.army.mil/riahome/ITSecurity/ion.htm). 

     

SENSITIVITY, PROTECTION REQUIREMENTS, & SECURITY MODE 

18.  Sensitivity designation:     SBU (for systems processing sensitive data)  FORMCHECKBOX 
 

19.   Protection Requirements:  Protection requirements are based on need for confidentiality of information, which is the primary concern.  Integrity of the information stored & transferred is a secondary concern.

20.  Security mode of operation:  DEDICATED MODE


RISK MANAGEMENT REVIEW    21.  This device is accredited to connect to a specific workstation, transferring specific, duty-related information.  The dangers inherent in operating this device are:  1) the physical loss of this device & information it contains, 2) misuse of this device, &  3) technical vulnerabilities.   
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	IMPLEMENTATION OF CONTROLS & COUNTERMEASURES   22.  Include a description of measures you will take in the areas of physical, environmental, procedural, hardware, & software security.  (This section must indicate how the control measures support the mode of operation):       

FACILITY INFORMATION   23.  Facility identification & location (include building, floor, room, post number, etc, as applicable):        

SYSTEM INTERFACE DESCRIPTION   24.   How does the device transfer data to the network/workstation?  Identify the workstation (by model number & barcode) to which this device will connect.  Identify network connection (modem, cable, etc.):        


	OPERATING SYSTEM  25.  List the release or level number & date first put into operation on the system:              



	Windows 2000

      
	Windows ME 

      
	Windows XP

      
	Other

     
	Date  

     

	APPLICATIONS SOFTWARE    26.  Identify the major applications programs:   

 MS Office 97  FORMCHECKBOX 
              MS Office 2000  FORMCHECKBOX 
           MS Office XP  FORMCHECKBOX 
        Other:       

ANTIVIRUS (AV) SOFTWARE

27.  AV software must be resident on the device to obtain connection approval.  It is the named users responsibility to download & install AV software before connection approval is granted.  AV software for PDA/PDEs may be downloaded from http://www.cert.mil/antivirus/antivirus_index.htm).  List type & version of AV software:

 Norton Antivirus    FORMCHECKBOX 
    Version:                                  Symantec  FORMCHECKBOX 
    Version:         
 McAfee Antivirus   FORMCHECKBOX 
    Version:                                        Other  FORMCHECKBOX 
    Version:         

USER AGREEMENT    The named user agrees that he/she will solely operate this device during the entire timeframe that it connected to the AFSC/JMC network.   No other persons, to include supervisors, colleagues, or family members, will be allowed to access this device while it is connected to the AFSC/JMC network.  The named user agrees that this device must employ antivirus software, which must be updated to include the latest virus signatures, during the entire timeframe that this device is used to connect to the AFSC/JMC network.  If approved for use, this device must  comply with all provisions of  AR 25-2.  The named user agrees that products of Army-related work are the property of the U.S. Government, regardless of the ownership of the automation hardware or software.  The named user releases the government from all liability in case of damage, theft, or malfunction of the personal AIS.   The named user agrees that he/she is solely responsible for repair or upgrade of this device.  If this device is replaced or the operating system changes, a new accreditation request will be submitted before reconnection is made.  If the user leaves government service, he/she agrees to purge the device of all government information & have this verified by his/her IASO.

                     PRINTED NAME:           
                             SIGNATURE:  __________________________________________________________________    


(I agree to all of the aforementioned conditions.)
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	U.S. Army Field Support Command (AFSC) & Joint Munitions Command (JMC)

Employee-Owned Information System (EOIS) Accreditation  

Pursuant to Army Regulations 25-1 & 25-2,  & DoD Instruction 5200.40, all automated systems connecting to an Army network must be accredited.  Furthermore, all employees wishing to use personal automated information systems (i.e. a PDA/PDE) at the workplace must also be granted permission from the Designated Approving Authority (DAA) & their System Administrator or Information Assurance Security Officer prior to use.  Completion of this form fulfills this requirement.  You are asked to provide basic information about your PDA/PDE, & also to explain how the PDA/PDE is used in the government workplace.

Use of a PDA/PDE at work also requires you, the owner, to verify that you are aware of the restrictions placed upon its use, & acknowledge that the Army will not be held liable or accountable if the device is lost or damaged.  You must also agree that all products of Army-related work, no matter where stored, are the property of the Army.

Upon completion of this form,  send an electronic copy to the Information Assurance team (e-mail address AFSC/JMC-IA@osc.army.mil) where it will be reviewed for completeness.  If  approved, you will be notified to send your signed, hard-copy accreditation document to HQ AFSC, ATTN:  AMSFS-IMP.

It is important to remember that initial submission of this document does not constitute approval to use your PDA/PDE on the AFSC/JMC network.  This form must be approved & a hard-copy with an original signature received by AMSFS-IMP before the request is actually approved.  Coordination will then be made to have the appropriate software installed on your workstation/notebook by IM/contractor personnel, if needed.


REFERENCES

1.  AR 25-1, Chapter 5 & 6-1.e  at http://www.apd.army.mil/pdffiles/r25_1.pdf 

2.  AR 25-2, Information Systems Security, at http://www.apd.army.mil/pdffiles/r25_2.pdf 

3.  DoD Instruction 5200.40, Defense Information Technology Security Certification & Accreditation Program, (DITSCAP) at http://www.dtic.mil/whs/directives/corres/pdf/i520040_123097/i520040p.pdf 

4.  DoD Manual 8510-1.M , DITSCAP Application Manual at http://www.dtic.mil/whs/directives/corres/pdf/85101m_0700/p85101m.pdf 

5.  US Army Wireless Local Area Network (LAN) & Wireless Portable Electronic Device (PED) policy at http://us.army.mil/portal/jhtml/dc/sf.jhtml?doid=562238  (Note:  The following restrictions apply to use of PEDs:  PEDs may NOT use wireless connectivity unless they employ a FIPS 140-1 or 140-2 (3DES or AES)-compliant encryption module.  In no instance will a PED use remote connectivity while physically connected to a PC or Army network.  In no instance will a PED without strong identification & authentication be used to store, process, or transmit official Army information.   See paragraph 7.f, 7.j , & 7.r of reference 5.)

6.  DoD CERT Link for download of AV Software: http://www.cert.mil/antivirus/antivirus_index.htm 
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	SYSTEM ADMINISTRATOR (SA) REVIEW OF EMPLOYEE-OWNED 

INFORMATION SYSTEM (EOIS)



	TO   AMSFS-IM   Director  


	FROM (SA Office Symbol, Name & Title) 

     

	CC:  AMSFS-IMP 

          IA TEAM
	

	SA VALIDATION

I have examined the following device & determined it to be compatible with the AFSC/JMC network, 

introducing no known vulnerabilities:

 Manufacturer:                                             

            Model:                                

Serial Number:       
      Comments:       
SA SIGNATURE: ____________________________________  DATE:        
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	ACCEPTANCE OF RISK – USE OF DEVICE:

Manufacturer, Model #, Serial #


	TO   

         AMSFS-IM   

         Director  
	FROM (Owner’s Office Symbol, Name, & Title) 

     

	
1.  I, (owner's name), HQ AFSC/JMC,  have read the ICAT Metabase Vulnerabilities.  The vulnerability for this device states that (identify the device vulnerabilities).   The primary risks are reiterated as follows:

    a.   AFSC/JMC requirements are that devices connected to the AFSC/JMC network must have a userid/password combination for authentication.

    b.   The device is password protected.  

    c.   If approved, the user will maintain his/her password in the AFSC/JMC standard (i.e., minimum ten characters with at least two uppercase & two lowercase letters, two numeric, & two special characters), and will agree to change the password based on current AFSC/JMC/INFOCON requirements.

    d.  Future wireless guidance may require discontinued use of this model wireless device.

2.  I will not use this device in a wireless mode, and I intend to never add that capability.  I will only use it to ISB link to the e-mail address book, calendar, and to transfer notes.  As I only link directly to my desktop and do not use this device as a platform to send information across the LAN or Internet, I feel these risks are managable.

3.  I acknowledge and accept these risks.  I agree to abide by the mitigating controls as outlined in the policy letter.   
OWNER’S SIGNATURE: _______________________________  DATE:        
      

                              APPROVED   FORMCHECKBOX 
                        DISAPPROVED   FORMCHECKBOX 
                      

                                    SIGNATURE:   _____________________________________
                                                               MARY E. WAINMAN

                                                               Asst Chief of Staff for

                                                                    Information Mgt, G-6
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	CERTIFICATION OF REMOVAL OF GOVERNMENT DATA 

FROM EMPLOYEE-OWNED INFORMATION SYSTEM (EOIS)

	  TO:  USER’S  IASO



	  The named user certifies that he/she has removed all Government data from the EOIS.   The named 

  user also certifies that he/she has not copied, e-mailed, printed, or by any other means,  provided a  

  copy of the Government data, except as requirement in the performance of official duties.

  PRINTED NAME:         

  SIGNATURE:   ________________________________________          DATE:        
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