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UNCLASSIFIED
(U) U.S. Department of Defense Civilian Contractors – Isolated Personnel Guidance (IPG)
23 April 2004

Purpose.  This is an IPG message developed for operational planners and SERE briefers to enhance survivability of U.S. Department of Defense (DoD) civilians and contractor personnel in the event of isolation or captivity within U.S. forces Areas of Operation (AO).  This IPG contains detailed information for all the below listed points and is intended to further enhance mission support requirements.  All available IPG products are found on the JPRA SIPRNET website at http://www.jpra.jfcom.smil.mil/.  The POC for this IPG is Col Mark Bracich, JPRA/J7, DSN 654-2485.

Background.  Preserving the lives and well-being of U.S. military, DoD civilian employees, and DoD contractors placed in danger of being isolated, beleaguered, detained, captured or having to evade while participating in U.S.-sponsored activities or mission is one of the highest priorities of the Department of Defense.  The U.S. military requires a large amount of civilian support to conduct operations.  DoD civilians and contractors, because of their employment in a wide range of circumstances throughout the world, participate not only in wartime conflicts, but also in operations other than war that can result in detention by unfriendly governments or captivity by terrorist groups.  The risk of civilian exposure to captivity is high in light of operations in the Global War on Terror.  The odds of military and contractors finding themselves in a joint captivity situation is equally as high.  The United States will use every appropriate resource to gain the safe return of American citizens held hostage.  However, the U.S. Government will make no concessions to individuals, illegally armed groups, or other criminal elements holding official or private U.S. citizens hostage.  It is U.S. Government policy to deny hostage takers the benefits of ransom, prisoner releases, policy changes, or other acts of concessions.  Recent events highlight the possibility of illegally armed groups/hostile forces capturing DoD civilians and contractor personnel.  

Current Guidance.  All members of the military, through the authority of DoD Directive 1300.7 and DoD Instruction 1300.21, receive Code of Conduct (CoC) training appropriate to their level of risk.  DoD contractors, through the authority of DoD Instruction 1300.23, may also receive Isolated Personnel training appropriate to their level of risk.  Contractors with former military experience will likely retain the principles of the CoC learned on active duty; however, many may have no or limited training. The potential exists for trained military personnel to encounter and interact with untrained DoD contractors in captivity.  The Geneva Conventions of 1949 (GC’s) are recognized as the standard of treatment for all captives during armed conflict, regardless of how the conflict is characterized.  The GCs offer protection to civilians, contractors, correspondents, and others who have authority to accompany and support the armed forces and nation building activities; see Part I, Article 4 A. (4-5).  The Geneva Convention Relative to the Treatment of Prisoners of War of August 12, 1949, can be found on the following website: http://www.icrc.org/ihl.nsf/WebCONVFULL?openview 
Impact.  The Geneva Conventions clearly indicate a contractor’s protected status under international agreement.  The Conventions are the internationally recognized standards of treatment for persons held as captives, and anyone taken as a hostage/captive, whether or not the conflict is recognized under the GC’s, should be treated IAW the Conventions.  The U.S. government expects this humane treatment for all captives, regardless of status. The onus is on the captors to conduct themselves accordingly. Treatment of contractors and civilians will depend on the goals of the captor.  Some captors, attempting to gain recognition as a legitimate party to the conflict, may declare captives to be “legal” POW’s and announce the intention to treat them IAW the GC’s or some other humanitarian standard.  Other parties may adhere to the Conventions as a simple matter to avoid adverse international publicity and retaliation.  Others may take an opposite track and exploit the situation in a variety of directions to further their cause. 

Evasion.  Successfully evading capture by hostile forces is dependent upon personal preparation, planning for the contingency, and, to some degree, fortunate circumstances.  Regardless of the environment, attention to detail when preparing an emergency action plan, complete familiarity with communication devices and procedures, and knowledge of personal survival kit items, local people and area knowledge will aid in successful evasion.  Isolated personnel should avoid or carefully consider all indigenous contact.  Due to potential mixed attitudes towards the U.S., the risk of violent contact with indigenous persons may be HIGH.  Areas controlled by insurgents, illegally armed groups or criminals, and locations of mob activity, lines of communication, border crossings and high populations of indigenous personnel are normally considered HIGH THREAT evasion environments.  Isolated personnel should move to a secure hole-up/hide site and attempt to establish contact with friendly or recovery forces.  Isolated personnel should treat all travel as evasion.
Imminent Capture. If faced with imminent capture by hostile forces, personnel must assess their options and take action quickly.  Personnel should hide, destroy, or neutralize equipment and information having intelligence and/or military value.  Consume any water and food available.  Isolated personnel with no opportunity for evasion or escape should attempt to contact friendly forces, transmit a distress signal, or even leave a note at the scene before capture to verify/validate their status.  Letting friendly forces know you are alive before actual capture improves accountability and allows the U.S. to fight for repatriation by name.  Note: Captives should consider and plan for escape at all times. Realize the best opportunity for escape is usually in the very early stages of captivity (initial capture and movement phases). 
Captivity.  The U.S. Government shall make every good-faith effort to obtain the earliest release of DoD civilians and contractors, whether detained by a hostile government or a hostage.  Faith and confidence in your country and its way of life, your fellow captives, and in yourself are critical to surviving captivity and resisting exploitation.  Resisting exploitation and keeping faith are the responsibility of all Americans.  Regardless of the length of detention, the U.S. government is doing everything in its power to get you home.   Regardless of the captor’s threats, accusations, or claims, the detainee should not lose faith.  Detainees should take every reasonable step to prevent exploitation of themselves and the U.S. Government.  Detained personnel often are catalysts for their own release, based on their ability to become unattractive sources of exploitation; e.g., one who resists successfully may expect detainers to lose interest in further exploitation attempts.  In a group detention or hostage situation, DoD civilians and contractors must realize military captives will organize themselves, to the fullest extent possible, in a military manner under the senior military member present.  Under the Code of Conduct, the senior ranking officer (SRO) is obligated to establish a military organization to guide their behavior and return with honor.  The SRO will encourage civilians detained with them to participate in that military organization and accept the authority of the senior military member.  Do not underemphasize the importance of such an organization in a high-stress captivity environment. 

Countering Denial and Deception.  Captors may employ tactics and techniques to deceive or confuse efforts to fully account for missing, captured, or detained personnel.  Getting your identity known and that you are alive and held against your will is an important step to counter enemy denial and deception tactics.  Make every attempt to establish contact with friendly forces and other captives.  Communicate and share knowledge of known captive identities with others, and if possible, U.S. or Red Cross representatives.  Leave small signals or identifiable marks on cell walls, doors, or furniture to leave a trail if moved.  Consider leaving DNA evidence as well.  If communicating your condition or capture to friendly forces was not possible, it may benefit you to get your picture and/or video out for proof of life.  Resist any attempt to exploit you for propaganda.  If forced to participate, try to record a full frontal face picture, taking care to reduce, minimize and mitigate any possible propaganda value. 

Interrogation.  It is unlikely that civilian and contractor captives will undergo a “classic” interrogation for military intelligence.  A civilian detainee or hostage should expect questioning on issues regarding security patrols or procedures as well as ransom-related personal finances or their perceived value to the U.S. Government.  The best way to keep faith with the United States, fellow detainees, and oneself is to provide the enemy with as little information as possible.  Returnees from numerous detention situations noted personal resistance victories and bouncing back from mistakes were very important, and critical factors in coping with captivity and maintaining successful resistance.  They felt their ability and confidence to resist strengthened when they successfully withheld information or gained information from their captors.

Propaganda.  Captors commonly exploit prisoners for taped apologies, admissions, confessions, and other discrediting statements.  Additionally, prisoners may be exhibited and paraded for local crowds, and accused of targeting and killing civilians or targeting culturally sensitive property or destroying their local economic livelihood.  U.S. hostages and detainees have an obligation to resist exploitative attempts for propaganda and should make reasonable efforts to avoid signing confessions, making propaganda broadcasts, conducting “news interviews”, etc., which could embarrass the United States or themselves.  Avoid propaganda by presenting logical reasons; however, the threat of death by an unconstrained terrorist for non-compliance is more realistic than the same threat made by a constrained government.  If forced to sign or make a statement, all prisoners should attempt to degrade the propaganda and to provide the minimum information.

Human Shields.  Captors may attempt to use their prisoners as human shields in order to facilitate movement or prevent military actions.  If exploited by force to become a human shield, the hostage or detainee should resist and continually remind the captor of their obligations under international law.  Using an appropriate, polite manner, ask captors for protection.  If compliance is forced, develop a strategy to make your presence known to recovery assets by remaining in the open and/or constructing discrete ground to air signals.  Locate and stay close to a protected area in the event the target comes under attack or if a recovery operation commences. Be alert for escape opportunities.
Indoctrination.  Historically, captors attempt to engage prisoners in political, economic, and social discussions, or attempt to indoctrinate personnel to their ideology.  It is best to avoid these kinds of discussions.  Former hostages recommend adopting an apparent willingness to listen to the hostage takers’ point of view without engaging in thoughtful debate or discussion.  Avoid encouraging further discussion when using this tactic.  This appearance of empathy can support a hostage’s attempt to promote rapport building and requests for improved treatment.
Will To Resist.  In all captivity situations, personnel have a duty to resist exploitation.  As a prisoner, view resistance as a battle of wills, not a battle of wits.  One who has a will to resist and makes the necessary, required effort can return with honor.  Demonstrating a strong will, combined with an appropriate resistance posture and the use of resistance techniques, can convince a captor that you will resist every attempt at exploitation and are an unattractive target for further attempts.
Resistance Posture.  Anything a person might try to do to resist or cope with the stresses of captivity must not only work today, but it must also work consistently day after day.  The goal is to have a logical reason for all changes in behavior. A resistance posture is a consistent, overall mental strategy in which the captive can organize a daily existence and maintain themselves for long periods.  Be respectful, and expect respect in return; remain polite and professional and control displays of extreme emotion.  Understand that arrogance is likely to bring swift and severe reprisals.  Do not act in a way to single yourself out for punishment or reprisal. Do not mistake pride for inappropriate resistance. A resistance posture should be: Convincing and Believable, Logical, Practical, Consistent and Persistent. The goal of a resistance posture is to limit the captor’s gain and, if possible, to use all situations to the advantage of the captive. 

Resistance Techniques.  Prisoners should make every effort, in combination with an appropriate resistance posture, to limit their discussions with captors to Directed Responses (Identification data), Health and Welfare, including issues related to their captivity treatment and conditions, and requests to return to U.S. or friendly control.  When captors attempt to exploit prisoners, individuals can resist the various forms of exploitation by using resistance techniques.  Most U.S. prisoners in past conflicts and detention situations found successful resistance techniques enabled them to prevent disclosure of vital information, maintain self-pride, and to minimize exploitation and captor retaliation.  The following is a complete list of the unclassified DoD approved resistance techniques as described in U.S. Army Field Manual 3-05.71: Ignorance and inability to talk, comprehend, think, and remember.

Guidance for Detention by Governments (Detainee).  DoD civilians and contractors detained by a hostile government force during Military Operations Other Than War (MOOTW) are subject to the domestic criminal laws of the detaining nation.  Isolated persons or detainees should avoid aggressive or combative behavior that would violate the criminal or civil laws of the subject country.  For example, if a DoD civilian or contractor is isolated in a hostile area during a MOOTW and kills a civilian to avoid detection by a hostile force, that DoD civilian or contractor may be denied the protections of the Geneva Conventions and tried under criminal laws of the detaining nation.  However, remember you always have an inherent right to self-defense.  A governmental captor is usually constrained by humanitarian law or international public opinion in their treatment towards prisoners.  As American citizens, detainees should ask immediately and continually to see U.S. embassy personnel, or a representative of an allied or neutral country or of the Red Cross.  In addition, detainees should provide their identification and describe the benign activities (BA) that led to their detention situation.  An example of a BA is, “I am a civilian contractor participating in operations as a fuel truck driver. I request assistance in contacting the U.S. Embassy (or one sympathetic to the U.S.) and return to U.S. control.”  Further discussions should be limited to and revolve around health and welfare matters, conditions of their fellow detainees, and going home. 

· Detainees should make every effort to avoid providing propaganda for the detaining government.  If forced to make a statement or sign documents, provide as little information as possible and then continue to resist.  If a detainee writes or signs anything, such action should be measured against how it reflects on the United State and the individual, or how its misuse can further the detainer’s ends.

· Detainees are not likely to earn their own release by cooperation.  Doing their best to resist exploitation, thereby reducing their value to the detainer, and thus prompting a hostile government to negotiate seriously with the U.S. Government may gain release.

· Escape attempts from governmental detention are not recommended, except under unique or life threatening circumstances.  However, planning for an escape contingency is recommended. 
Guidance for Captivity by Terrorists (Hostage).  Capture by terrorists is generally the least predictable and structured form of captivity during operations other than war.  The captor may qualify as an international criminal and not feel constrained in their treatment towards hostages.  The possible forms of captivity vary from spontaneous, “target of opportunity” kidnapping to a carefully planned and well-orchestrated hijacking.  In such captivities, hostages play a greater role in determining their own fate since the terrorists expect or receive no rewards for providing good treatment or releasing victims unharmed.  Tension levels will be high and terrorists often feel vulnerable, especially at point of capture.  Hostages should reduce this tension level by controlling their emotions, following instructions as far as practicable and avoiding physical resistance.  Sudden movement or action could precipitate a deadly response.  

Under hostage conditions, captives are authorized to identify themselves, discuss health and welfare issues and the benign activities that led to their capture.  Hostages should communicate with their captors about non-sensitive topics in an attempt to develop rapport.  Discussing the benign activities leading to detention and developing rapport may be essential for staying alive if taken hostage.  Surviving in some terrorist situations may depend on a hostage’s ability to portray himself or herself as a person rather than an object and by conveying personal dignity and apparent sincerity.  Hostages may discuss non-sensitive topics to convey their human qualities in an attempt to develop rapport.  This rapport building can result in a simple gesture of human kindness, improved conditions and treatment, additional food and water or, in extreme cases, protection from harm or assistance with distress signals or escape opportunities.  

Hostages build rapport by:

· Introducing commonalities such as family, clothes, sports, hygiene, food, etc.

· Active listening: allowing captors to discuss their cause or boast, but do not praise, pander, participate or debate with them

· Using their own names 

· Being careful about whining or begging as it may increase abuse

· Introducing non-inflammatory topics at critical times (impasses, demands) to reduce tensions

· Avoiding emotionally charged topics of religion, economics, and politics 

· Avoiding being argumentative or combative

· Avoiding escalating tensions with language such as “gun, kill, punish,” etc

Rescue. Prisoners should pre-plan for rescue and identify the “safest” area, such as under desks, behind chairs, or any large object that provides protection. Avoid doors, windows, and open areas. When sounds or activities indicate an imminent rescue, the prisoner should head for the “safest” area.  If it is unreachable, dropping to the floor with hands visible is appropriate.  Prisoners should not attempt to “help” rescue forces and jump up or point out the terrorists.  Sudden movements could be deadly. Following the instructions of the rescuers and expect rough handling until authentication is accomplished. 

Escape. Escape is a fundamental survival and resistance tool; it includes relief from physical restraints and freedom of movement within a detention site to communicate, signal, and organize.  Escape is risky, especially under hostage conditions, but may become necessary if conditions deteriorate to the point that the risks associated with escape are less than the risks of remaining captive, including credible threats of torture and death.  Be escape minded at all times and remain alert for opportunities.  Prisoners should begin planning for escape after capture.  Do not take escape lightly.  Deciding when to escape can be very difficult.  Base the decision to escape on a careful consideration of the unique circumstances of the situation.  Assess the security, your captors, the conditions of captivity, and the risk of potential reprisals if recaptured.  Consider the impact of your escape on any prisoners remaining behind.  
Summary.  The best tools available to any potential evader and prisoner are preparation, a strong will to resist and survive, and a strong faith that the United States will not forget you.  The United States will employ every available means to establish contact with you, support you, and obtain your release.
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