RIA PWS (8/16/2000)


Section C-5, Information Technology

5.

Information Technology.  The Performing Activity (PA) shall provide  personnel, equipment, tools, materials, supervision, and other items and services necessary to perform the Information Technology support functions as defined in this Performance Work Statement (PWS) except as specified in Section C-3 as Government furnished property and services for Rock Island Arsenal (RIA), Rock Island, Illinois.  The PA shall perform to the standards in this PWS.  Customer entities currently supported are identified at Technical Exhibit (TE) 9 and historical and projected quantities of work are listed in TE-2.  Customer entities are subject to change during contract execution.  Reference Section B for Government rights to renegotiate as a result of workload fluctuations.  Reference should be made to Section C-2 for Acronyms and Definitions, and Section C-6 for Applicable Publications and Forms.  Section C-6 identifies the current version of applicable documents.  The PA shall adhere to the most recent versions of regulations and implementing guidance as published.  The PA shall facilitate, manage, and operate Information Technology functions in support of RIA and customers requiring service.  Information Technology disciplines include automation, telecommunication, visual information, and printing and publications.  The PA shall assist in the planning, organizing, and directing of the Rock Island site information architecture.  Government furnished items offered in support of the Information Technology section, and all services within, are detailed at: TE-3, Government Furnished Equipment (GFE); TE-4, Government Furnished Materials (GFM); TE-5, Government Furnished Facilities (GFF); and TE-6, Government Furnished Software (GFS). 

5.1  

General Information Technology Requirements.  The PA shall comply with the general Information Technology requirements identified below for the services detailed within the PWS.  The PA shall comply with the DA Web Site Joint Technical Architecture-Army Version 6.0 (dtd 7 July 2000).   Upon contract award, the Contracting Officer (KO) or authorized Government personnel, will provide to the PA an up-to-date matrix of Information Technology customers and the services to which they are entitled from the PA.  The KO or authorized Government personnel at any time during contract execution may update this matrix.  Upon dispatch of any work request, the PA shall use the matrix to validate the customer’s entitlement to services.  The PA shall bring requests that do not fall within the scope of this matrix to the attention of the KO or authorized Government personnel for approval, in writing within 1 workday, of  dispatch of the request.

5.1.1  
Hours of Operation .  All references to time within the PWS shall be considered Central Time.  The PA shall provide Information Technology services during normal duty hours unless otherwise noted.  Normal duty hours are defined as Monday through Friday 0600-1630, except holidays. The PA shall provide emergency after-hours support during non-duty hours, Saturdays, Sundays, and holidays.  During business hours, the PA shall ensure response to all customer contacts, for example, telephone, facsimile or E-mail, within one work hour of dispatch. 

5.1.2
Contract Documentation.  The PA shall maintain all data developed in support of this contract (to include automated repositories) by fiscal year for the life of the contract.

5.1.2.1
Workload Data.  For each of the workload data items included or referenced within TE-2, the PA shall maintain up-to-date information by customer organization.  Customer organization shall be recorded at the Directorate level for Rock Island Arsenal customers and whenever possible for all other customers.  This data shall be maintained in an automated database(s), and shall be provided to the KO or authorized Government personnel every 6 months or upon request.  The PA shall ensure the KO or authorized Government personnel has the access and capability necessary to query and produce reports from the system(s) that include this data.

5.1.2.2
Labor Data.  The PA shall record all actual labor expended in support of each sub-Contract Line Item Number (sub-CLIN) by customer organization.  Customer organization shall be recorded at the Directorate level for Rock Island Arsenal customers and whenever possible for all other customers.  This data shall be maintained in an automated database(s), and shall be provided to the KO or authorized Government personnel every 6 months or upon request.  The PA shall ensure the KO or authorized Government personnel has the access and capability necessary to query and produce reports from the system(s) that include this data. 

5.1.2.3

Customer Satisfaction Data.   Within 60 days of award of contract, the PA shall develop and deliver to the KO or authorized Government personnel a customer satisfaction survey that addresses each service identified within the PWS at level 5.x.x.   Surveys will be developed using a numbering scale of 1, being worst, to 5 being best. The KO or authorized Government personnel must review and approve all customer surveys.  Each quarter, the KO or authorized Government personnel will provide current customers with customer surveys.  Failure to achieve an average of 3 (satisfactory) for any survey question will be considered a condition endangering performance of the contract.
5.1.3

Work Order System.   The PA shall maintain an automated database work order system(s) for workload tracking including all data fields listed at TE-8, Attachment A.  The PA shall make the information available to the KO or authorized Government personnel and customer organizations upon request (may require verbal, written, or automated access to the information) within 1 workday of dispatch of the request.  The PA shall ensure the KO or authorized Government personnel has the access and capability necessary to query and produce reports from the system(s) that include the data elements described in TE-8, Attachment A.  Standards for completion of work orders are based on the time of dispatch. ‘Dispatch’ as used in the PWS in reference to work orders is defined as:  the time and date that a request/work order leaves the requester; e.g. when E-mail is sent; when voicemail message is left; time phone call is placed, when walk-in visitor arrives.       

5.1.3.1

Work Order Transactions.  The PA shall ensure that all customer requests for IT services and remedial maintenance (customer or PA initiated) actions are entered into the work order system(s) within one workday of dispatch of the request.  Preventative maintenance shall not be included in the work order system.  Work orders directly related to a national emergency do not fall into work order priority definitions provided in Section C-2 and shall be considered highest priority.  The PA shall verify with the customer that work order needs were met and shall update the work order database to reflect a complete or resolved work order.

5.1.3.2

Work Order Estimating and Approval.  The PA shall obtain KO or authorized Government personnel approval prior to initiating work on any work order transaction exceeding an estimated total of 40 hours.  The PA shall bring these work orders to the attention of the KO or authorized Government personnel, in writing, within 1 workday of dispatch of request, before proceeding with the work.

5.1.4

Implement New Technologies.  The PA shall project manage and implement new technologies needed to support the varied business needs of the customers.  Implementation may be installation-wide or customer specific.  In order to meet the customer needs, the PA shall remain abreast of current and emerging horizon technology and provide proactive, as well as customer requested, recommendations.

5.1.4.1
Technology Project Implementations.  The PA shall implement technologies and configurations in accordance with (IAW) KO or authorized Government personnel approved plans and milestones.  Implementation shall be accomplished to minimize the downtime to the customers and shall comply with the install and update procedures identified in Section 5.1.5.  

5.1.4.2
Technology Research.  For each Information Technology service identified within this PWS, the PA shall research and analyze current and horizon software and hardware configurations and technologies that could be implemented to improve the current RIA technology infrastructure.  Research and analysis shall include potential hardware and software upgrades on personal computers (PCs) and the efficient utilization of Government resources. 

5.1.4.3

Research Documentation.  On the first workday of each quarter or upon KO or authorized Government personnel request, the PA shall compile the research and analysis and submit an electronic document that addresses services identified within the PWS at level 5.x.x.  Documentation shall include assessment of costs, benefits (economic and other), risks, and implementation issues (to include any customer impacts).  The documentation shall include applicable design specifications (to include configurations), acquisition plans, test plans, implementation plans (to include documentation requirements) with milestones, and maintenance plans.  Documentation shall include any recommendations regarding new or existing licensing agreements.

5.1.5
System Software and Hardware Maintenance, Upgrades, and  Installs.  The PA shall comply with Policy Memorandum #99-02, United States (U.S.) Army Materiel Command (AMC) Policy on Command and Control Protect (C2P) Tools Kit (dtd 23 March 1999).  The PA shall prepare a deficiency report to document updates that could not be successfully applied.  The report shall identify actions taken and provide recommendations.  The PA shall submit the report to the KO or authorized Government personnel within 1 workday of problem detection.
5.1.5.1
System Hardware Upgrades and Installs.   The KO or authorized Government personnel is responsible for determining upgrades for system hardware provided as GFE.  Upon approval or direction from the KO or authorized Government personnel, the PA shall install and ensure operability of hardware upgrades or installs within the time frame and guidelines established by the KO or authorized Government personnel. 

5.1.5.2
System Software Upgrades and Installs.   The KO or authorized Government personnel is responsible for determining upgrades and installations for system software provided as GFS.  Upon approval or direction from the KO or authorized Government personnel, the PA shall install and ensure operability of software upgrades, new releases, versions, and patches within the time frame and guidelines established by the KO or authorized Government personnel. 

5.1.5.3
Version Awareness.   The PA shall monitor for new upgrades, releases, version updates, service packs, or patches that would improve the current system environment, be required to meet security requirements, are recommended by the vendor, or resolve an outstanding issue.  The PA shall bring such notifications to the KO or authorized Government personnel, in writing, within 3 workdays of issue by the vendor. 

5.1.5.4

System Hardware and Software Maintenance.  The KO or authorized Government personnel shall implement and administer maintenance contracts for GFE and GFS used in support of this contract.  When vendor-supplied maintenance is required, the PA shall contact the vendor and work with them through problem resolution.  On the third workday of each month, the PA shall provide the KO or authorized Government personnel a report detailing all contact with maintenance vendors with a description of the problem as well as corrective actions taken.

5.1.6
Staff Support.  The PA shall gather information and generate reports as requested by the KO or authorized Government personnel.  Information shall be provided to the KO or authorized Government personnel within dictated guidelines and time constraints.  Examples of staff support include acquisition support documentation, resource planning, response to audits, and response to higher headquarters requests.  The PA shall ensure a subject matter expert(s) attends meetings on-site within one workday of  KO or authorized Government personnel request.

5.1.7
Computer Security.  The PA shall provide computer security services, a Continuity of Operations Plan (COOP), network security, and virus protection.  The PA shall comply with AR 380-5, Department of the Army Information Security Program (dtd 

25 February 1988); AR 380-19, Information Systems Security (dtd 27 February 1998); 

AR 380-53, Information Systems Security Monitoring (dtd 29 April 1998); AR 380-67, Personnel Security Program (dtd September 88); Department Of Defense (DOD) Web Site Administration Policies and Procedures (dtd 25 November 1998); AR 25-1, The Army Information Resources Management Program (dtd 15 February 2000); and Industrial Operations Command Supplement to Army Materiel Command Information Operations Condition Plan (dtd 1 June 1999).  Upon written request from proper legal authority the PA shall provide assistance to the requesting office as required. 
5.1.7.1  
Sensitivity Designation Requirements.  The PA employees performing work requiring an Automatic Data Processing (ADP) - Level I sensitivity designation shall have successfully passed a Single Scope Background Investigation (SSBI).  The PA employees performing work requiring an ADP - Level II sensitivity designation shall have successfully completed a National Agency Check (NAC) or National Agency Check with Written Inquiries (NACI) investigation.  All other PA employees must meet ADP - Level III requirements.  The PA shall follow paragraph 2-14, Chapter 2, AR 380-19, Information Systems Security (dtd 

27 February 1998) and Appendix K, AR 380-67, Personnel Security (dtd 9 September 1988). 

5.1.7.2

Systems Administrator Certification Requirement.  Prior to performing systems administration and network management functions, the PA shall be certified IAW AMC Policy Memorandum 98-01, Information Systems Security (ISS) Certification and Training Policy/Guidance.

5.1.7.3
Continuity of Operations Plan (COOP).   The PA shall maintain and execute the COOP and staff-related requirements to higher headquarters as identified by the customers.  The PA shall provide COOP requirements as directed by AMC IAW Department of Army (DA) Pamphlet 25-1-1, Installation Information Services (dtd 27 August 1991) and DOD Directive 5200.28, Security Requirements for Automated Information Systems (AIS) (dtd 21 March 1988).  Updates shall be performed annually.  The PA shall document the customer input and the date the package was sent to higher headquarters.  

5.1.7.4
Intrusion Surveillance.  

5.1.7.4.1
Audits.   The PA shall establish and maintain an audit review process.  Audit trails shall document the identity of each person and device accessing the AISs; dates and times of access; user activity sufficient to ensure user actions are controlled and open to scrutiny; activities that might modify, bypass, or negate safeguards controlled by the AIS; and security-relevant actions associated with periods of processing of changing the security levels or categories of information.  The PA shall review audit reports each workday for attempted and successful intrusions.  If suspicious activity is detected, the PA shall perform incident reporting IAW Section 5.1.7.4.2 of this PWS. 

5.1.7.4.2
Incident Reporting.  An incident is any suspicious activity leading the PA to believe unauthorized access was attempted, has occurred, or will occur.  If the cause of the incident can be directly attributed to administrative error and readily corrected, then notification to the KO or authorized Government personnel is not required.  Otherwise, the incident shall be reported in writing to the KO or authorized Government personnel within 24 hours of discovery of suspected or actual incident.  The report provided shall include a brief statement containing the location affected, system, a description of the incident, action taken, and point of contact (POC).  Examples of the types of incidents that shall be reported include: 

· Known, suspected, or attempted intrusions into Army AISs to include alerts by Network Intrusion Detection (NID) systems installed to detect “hackers”

· Unauthorized access to data, files, or menus by users
· Indications of unauthorized users attempting access, unexplained modifications of files or unrequested “writes” to media
· Unexplained output received at a terminal or abnormal system response
· Inconsistent or incomplete security marking on output
· Malicious software  
The PA shall provide related information to the KO or authorized Government personnel.  The PA shall ensure that available audit trail information is maintained until the incident is resolved.  The PA shall adhere to paragraph 2-27, Chapter 2, AR 380-19, Information Systems Security (dtd 27 February 1998).
5.1.7.5
Security Patches and Updates.  Upon KO or authorized Government personnel approval or direction, the PA shall implement new security requirements and systems directed by higher headquarter organizations and security organizations, e.g., R-CERT, Army Computer Emergency Response Team (ACERT), Army Network Systems Operations Center (ANSOC).  Requirements shall be implemented IAW the time frame and guidelines dictated by the KO or authorized Government personnel. 

5.1.7.6

Conduct Reviews for User Identification (User-id) Inactivity.  The PA shall conduct semi-annual reviews of all user-ids and identify those that have not been accessed within the previous 6 months.  All inactive user-ids shall be removed from all impacted systems within 3 workdays of completion of the review.  The PA shall follow paragraph 2-14, Chapter 2, AR 380-19, Information Systems Security (dtd 27 February 1998).  All removals shall be documented and kept on file by fiscal year for the life of the contract.
5.1.8
Password Authentication System.  The PA shall utilize an authentication system approved by the KO or authorized Government personnel to verify the requester identification before issuing any user-id and password.  System password controls and system access services shall be provided IAW Chapter 2, paragraph 2-14 and 2-16, and Appendix G, Sections 1 and 2, AR 380-19, Information Systems Security (dtd 27 February 1998).  The PA shall update all systems impacted by new user-ids within 2 workdays of dispatch of the request.

5.1.9
Provide System Accreditation and Reaccreditation.  The PA shall provide system accreditation before any system to be used in support of this contract is functioning IAW Chapters 3 and 5, and Appendices D and E, AR 380-19, Information Systems Security (dtd 27 February 1998) and DOD Instruction 5200.40, DOD Information Technology Security Certification and Accreditation Process (dtd December 1997).  The PA shall reaccredit all systems every 3 years or at the direction of the KO or authorized Government personnel.  The PA shall maintain documentation of all accreditation and reaccredidation packages by fiscal year for the life of the contract.  The PA shall prepare risk assessments as required and by suspense date assigned. 
5.2

Telecommunications

5.2.1

Telecommunications Local Area Network (LAN) Services.  The PA shall provide access to the physical RIA LAN (additional background provided at TE-8, Attachment B), including management, sustainment, and operations.  This service also includes support for high frequency transceiver, satellite services, and radio frequency (RF) management.  The PA shall provide relocations and new installations of LAN.  The PA shall perform all work IAW the Institute of Electrical and Electronics Engineers (IEEE) 802.3 and 802.5, Asynchronous Transfer Mode (ATM) Forum ITU-T (International Telecommunications Union - Telecommunications Standardization Sector) standards, and ANSOC bulletins.
5.2.1.1

Access to LAN/Wide Area Network (WAN).  The PA shall maintain data communications equipment (DCE) and infrastructure consisting of ATM, LAN Emulation, shared and switched Ethernet, fast Ethernet, and fiber distributed data interface communications topologies.  These topologies consist of RF dual-coaxial broadband, level 5 Unshielded Twisted Pair, and Single-mode and Multi-mode fiber optic cabling media.  Network protocols utilized include Transmission Control Protocol (TCP)/Internet Protocol (IP) Sequenced Packet Exchange (SPX), NetBios, Extended User Interface, and Systems Network Architecture.   Transmission facilities include private virtual circuits, virtual lines, and dial-in.  The PA shall provide moves, adds, changes, installs, de-installs, and upgrades of hardware circuits, modems, channel service units/data service units, front end processors, multiplexors, routers, bridges, switches, protocol converters, test equipment, cabling, and software installation and testing as required by users.  The PA shall maintain current dial-in capabilities for access to on-site computer resources and ensure dial-in capabilities and access to Cisco Terminal Access Server and Shiva for user-id verification.  The PA shall ensure that network access is in compliance with the Domain Name Services zoning requirements set forth by the ANSOC. 

5.2.1.1.1
Using KO or authorized Government personnel approved software, the PA shall implement and utilize the network management systems to monitor the operational status of the network and to collect statistics on bandwidth utilization. 

5.2.1.1.2
Upon approval or direction from the KO or authorized Government personnel, the PA shall perform physical implementation of all network components to include network wiring, data communications equipment, network management (hardware and software), and various LAN/WAN components within 2 workweeks of receipt of equipment.

5.2.1.1.3
The PA shall evaluate and recommend remote site access requirements where high-speed networking topologies are not available within 2 workweeks of customer request.

5.2.1.1.4
The PA shall analyze LAN/WAN network topology design and bandwidth requirements necessary to maintain efficient network operations.  Network load and Central Processing Unit (CPU) utilization shall not exceed 80 percent of CPU capacity or bandwidth of the network segments.  If utilized bandwidth is over 80 percent, the PA shall notify the KO or authorized Government personnel in writing within 1 workday of incident and provide recommendations for correcting problem(s).  If the CPU utilization on the DCE is over 80 percent for more than 3 consecutive days, the PA shall notify the KO or authorized Government personnel in writing and provide recommendations for correcting problem(s).   

5.2.1.1.5
For unscheduled network outages, if the network is operable, the PA shall notify respective customers, via Electronic mail (E-mail), at least 15 minutes prior to taking the network down.  The PA shall coordinate the time with the KO or authorized Government personnel and notify affected organizations (specific points of contact that will be provided by the KO or authorized Government personnel) of  unanticipated downtime, or within 30 minutes after a network outage is discovered.  The PA must obtain approval for scheduled maintenance from the KO or authorized Government personnel in as far in advance as possible and shall notify respective customers of scheduled maintenance, via E-mail, within 1 workweek of scheduled work. 

5.2.1.1.6
The PA shall maintain Government approved Network Management Systems, which includes an enterprise management system utilizing Simple Network Management Protocol for management protocol support.  The PA shall maintain a real time map of the physical network for monitoring and troubleshooting purposes.  In addition, the PA shall review the automated network maps by the fifth workday of each month to ensure accuracy and integrity.  The PA shall maintain documentation necessary to provide an accurate “picture” of the network topology. This includes all DCE location, cabling information, and IP address.  Changes shall be reflected in the documentation within 1 workweek of change.  The PA shall identify any uncharted outside plant (as defined in Section 5.2.1.1.9) cable and its location to the Directorate of Public Works within 1 workweek of discovery.

5.2.1.1.7
Availability of LAN.  The PA shall ensure DCE and software is operational and available for network customers 100 percent between 0600-1800, Monday through Friday.  The PA shall ensure DCE is operational and available for network customers 98.5 percent between 1800-0600, Monday through Friday, and 24 hours a day on Saturdays, Sundays, and holidays.
5.2.1.1.8
LAN/WAN (Including Terminal Server Access Controller System [TSACS]) Work Orders.   In accordance with work order priorities (priority definitions provided in Section C-2), the PA shall complete work orders based on the following priority time frames:  Priority 1 within 2 work hours of dispatch, Priority 2 within 4 work hours of dispatch, and Priority 3 within 8 work hours of dispatch.  Priority 4 through 5 does not apply.
5.2.1.1.9
Communications.  The PA shall maintain outside plant and inside plant equipment.  “Outside Plant” is defined as including all cable, pedestals, terminal, and miscellaneous equipment up to and including the protection modules to the communications closets.  “Inside Plant” is all communications equipment used from the communications closets to the customers.  It includes all distribution cable terminals and cross-connects inside the building. The PA shall perform work IAW industry standards to include American National Standards Institute (ANSI)/Telecommunications Industry Association (TIA)/Electronics Industry Alliance (EIA) Building Telecommunications Wiring Standards, National Electrical Code (NEC), and IEEE 802.3 and 802.5.  The work order priorities defined in Section C-2 do not apply to the Communications Section of Telecommunications LAN Service.  
5.2.1.1.9.1
Installation, Move, or Remove LAN Lines.  Upon dispatch 

of a work order request, the PA shall install, move, or remove a LAN unit (unit is a LAN line moved or installed).  Each unit shall not exceed 60 minutes to complete.  

5.2.1.1.9.2
Repair Requests.  The PA shall ensure data line repair requests are entered into the work order system.  The PA shall complete each work order within 2 work hours of dispatch of request.
5.2.1.1.9.3
Cable Locating Request.  The PA shall ensure cable locating requests are entered into the work order system.  The PA shall locate and mark buried communication cables IAW OSHA and industry standards.  The markings shall be clearly visible from a distance of 30 feet.  The PA shall mark cables within 2 work hours of dispatch of work order.  The PA shall not use permanent enamel spray paint for marking of cables. 

5.2.1.1.9.4   
Maintain Communications Equipment.  The PA shall conduct inspections of RIA communications manholes by the third workday of each month.  In addition, the PA shall conduct additional inspections if weather conditions could cause water levels to rise.  The PA shall ensure that the cable enclosures within the communications manholes are protected from the environment and free of moisture and corrosion.  The PA shall remove all debris from communications manholes and water that exceeds 6 inches in depth.  When performing this service, the PA shall adhere to all Occupational Safety and Health Administration (OSHA) requirements.
5.2.1.2
High Frequency Transceiver Maintenance.  The PA shall provide high frequency transceiver preventive and remedial maintenance IAW AR 25-1, The Army Information Resources Management Program (dtd 15 February 2000).  In accordance with the workload priorities identified in Section C-2, the PA shall complete work orders based on the following priority time frames:  Priority 1 through 3 within 4 work hours of dispatch, and Priority 4 through 5 within 8 work hours of dispatch. 
5.2.1.3
Satellite Maintenance.  The PA shall provide satellite preventive and remedial maintenance. In accordance with the work order priorities identified in Section C-2, the PA shall complete work orders based on the following priority time frames:  Priority 1 through 3 within 4 work hours of dispatch, and Priority 4 through 5 within 8 work hours of dispatch. 

5.2.1.4

Radio Frequency (RF) Management Services.  The PA shall provide RF management services IAW AR 5-12, Army Management of The Electromagnetic Spectrum, (dtd 1 October 1997).  The PA shall serve as a liaison between RIA installation customers and the Army Frequency Management Office.  The PA shall ensure RF management work requests are entered into the work order system.  In accordance with the workload priorities identified in Section C-2, the PA shall complete work orders based on the following priority time frames:  Priority 1 through 3 within 4 work hours of dispatch and Priority 4 through 5 within 8 work hours of dispatch.  The PA shall notify respective customers, via E-mail, of changes in service within 1 workday of notification from the KO or authorized Government personnel. Upon request,  the PA shall conduct audit(s) of RFs and provide a written response containing findings, justifications, and corrective actions required, within 10 workdays of request, to the KO or authorized Government personnel.  
5.2.2       
Telecommunications (Telecom) Switched Services.  The PA shall provide access to physical RIA voice network including management, sustainment, and operations.  This service includes support for the Lucent Definity G2.2 and G3 telephone switches, multi-point control unit (video bridge), Digital Conferencing and Switching System (audio bridge), voice mail system, key systems, Lucent call management system, Automated Directory and Answering Systems (ADAS), Call Accounting System, and voice terminals.  The PA shall provide relocations and new installations of voice network service and individual switched services. The PA shall install, maintain, and provide access to the commercial network interface.  The PA shall support the 911 emergency system. The PA shall install and maintain direct outward dialing, direct inward dialing, Federal Telecommunications System (FTS) 2001, and Defense Information Switched Network (DISN) lines.  The PA shall use TN 2198 Integrated Services Digital Network (ISDN) U-interface circuit cards.  The PA shall be certified in Lucent G2 and Lucent G3 switch administration and world class routing, Lucent multi-point control with Conference Reservation and Control System (CRCS) administration, and Octel voice mail maintenance administration.  The PA shall maintain outside plant and inside plant equipment as defined in Section 5.2.1.1.9.  The PA installers shall have proof of registration or certification in industry standards to include ANSI/TIA/EIA, Building Telecommunications Wiring Standards, NEC, and IEEE 802.3 and 802.5.
5.2.2.1

Availability of Switched Services Networks.  The PA shall ensure switched service networks are operational and available for customers’ use 100 percent between 0600-1800, Monday through Friday.  The PA shall ensure switched service networks are operational and available for customers’ use 98.5 percent between 1800-0600, Monday through Friday, and 24 hours a day on Saturdays, Sundays, and holidays. 
5.2.2.2

Switched Service Requests.  The PA shall ensure customer requests for switched services are entered into the work order system.  The work order priority definitions provided in Section C-2 do not apply to these services; therefore, the PA is responsible for providing these services within the time frames, based upon the dispatch of a request, established in Table C-5-1. 

Table C-5-1:  Switched Service Requests

Service Provided
Additional Description
Unit Definition
Completion Time After Dispatch

Individual Switch Services
N/A
Switch service added/ modified/deleted
Each unit shall not exceed 1 work hour

Installations or Moves of Call Management Unit
Installations or moves shall include system configuration and physical connection to customer
Call management unit installed or moved
Each unit shall not exceed 1 work hour

Installations or Moves of Voice Mail Services
N/A
Voice mailbox installed or moved
Each unit shall not exceed 1 work hour

Provide Customer Training on Voice Mail Capabilities
Provide on-site or written documentation on configuration and use of individual mailboxes
Voice mailbox installed or moved
1 workday after installation of new voice mailbox.

Installation or Moves of Analog and Digital Terminals
N/A
A terminal installed or moved
Each unit shall not exceed 1 work hour

ISDN Line Moves
N/A
Each line moved
Each unit shall not exceed 1 work hour

Installations or Moves of Desktop Video (DTV)
Installation shall include connection of equipment to DTV network, programming of inverted multiplexor, as necessary, and testing of equipment and circuits.
Each line installed or moved
Installation and testing completed within an average of 8 work hours

Installation and Maintenance of Commercial and Federal Voice and Data Lines
Coordinate with commercial vendors on installation of voice services to residences located on the installation
A commercial line installed or maintained.
Work Order completed within 1 workday

5.2.2.3
Telephone Service Repair Requests.   The PA shall record repair requests for switched services into the work order system.  The work order priority definitions provided in Section C-2 do not apply to these services.  The PA shall complete each repair work order within 2 work hours of dispatch of request. 

5.2.2.4
Cable Locating Request.  The PA shall ensure cable locating requests are entered into the work order system.  The PA shall locate and mark buried communication cables IAW industry standards.  The markings shall be clearly visible from a distance of 30 feet.  The PA shall mark cables within 2 work hours of dispatch of request.  The PA shall not use permanent enamel spray paint for marking of cables.

5.2.2.5

Inspect and Maintain Batteries.  The PA shall visually inspect the telephone switch batteries for leakage and adequate water levels by the fifth workday of each month and determine proper corrective action and correct any deficiencies.  The PA shall test cell temperature, cell voltage, clean batteries, and check and tighten terminal connections once a quarter and perform any corrective actions necessary.  The PA shall update maintenance logs within 1 workday of inspections. 

5.2.2.6

Maintain Direct Current (DC) Rectifiers.  The PA shall inspect and maintain DC rectifiers located in both dial central offices each workday.  The PA shall balance DC voltage and amperage as needed.  DC voltage on each module shall be maintained at 48 volts, plus or minus 5 volts.  DC amperage on each module shall be maintained at 52 amps, plus or minus 5 amps.

5.2.2.7 
Provide Audio Conferencing Services.  The PA shall ensure customer requests for audio conference reservations are entered into the work order system.  The PA shall ensure the conference reservation is entered into the audio conferencing system at the time of the request.  The PA shall provide customers with the conference access code and assist customers in establishing conferences, to include both "meet-me" and operator-assisted.  The PA shall ensure that audio conferencing services are operational and available for customers’ use 100 percent 24 hours a day, 7 days a week. 

5.2.2.8

Provide Telephone Operator Services.  The PA shall provide telephone operator services 24 hours a day, 7 days a week.  Telephone operator services include directory assistance, call transfers, assisting with Continental U.S. (CONUS) and Outside CONUS (OCONUS) long distance calls, and placing emergency calls.  The PA shall answer 100 percent of the calls.  The average wait time for operator assistance calls shall not exceed 30 seconds per call.
5.2.2.9

Provide Automated Telephone Directory.  The PA shall maintain an up-to-date automated telephone directory.  The PA shall update telephone directory information on the RIA web directory homepage within 1 workday of telephone number changes.  The PA shall provide telephone number changes to the RIA E-mail administrator within 1 workday of notification.
5.2.2.10
Provide 911 Emergency Service Support.  The PA shall provide 911 emergency service support to the RIA Fire and Police Departments.  The PA shall maintain the 911 dial plan capabilities and provide up-to-date directory information, at a minimum, once a week.  The PA shall maintain connectivity of commercial emergency number to RIA residences.  The PA shall provide 911 emergency service support 24 hours a day, 7 days a week.
5.2.2.11
Provide Telephone Billing Data.  The PA shall process telephone switch data and prepare telephone bills for long distance telephone calls for RIA and each tenant supported by the RIA voice network.  Telephone bills shall include information identifying organization, total usage, and total cost for each month.  The PA shall provide this billing data to the KO or authorized Government personnel by the third workday of each month.  Billing data shall be furnished using the media (electronic or hard copy) required by the KO or authorized Government personnel. 

5.2.2.12
Provide Telephone Usage Reports.  The PA shall ensure all requests for telephone usage reports are entered into the work order system.

5.2.2.12.1
Long Distance Itemized Reports.  The PA shall provide a monthly long distance call itemized report within 5 workdays of customer request.  These reports shall include all data that was processed to produce the telephone bill for the month.  Itemized reports shall include organization, division, extension, user, date and time calls were placed, duration, total usage time, and cost per call. 

5.2.2.12.2
Telephone Usage Reports.  The PA shall provide telephone usage reports for specific time periods and extensions within 5 workdays of dispatch of request.  The PA shall provide these reports electronically.  The reports shall include the time and date calls were placed, number(s) called, and duration of calls.

5.3
Automation Services.

5.3.1

Compact Disk - Read Only Memory (CD-ROM) Network Services.  The PA shall provide access to the CD-ROM jukeboxes and CD-ROM servers for all Personal Computer-Local Area Network (PC-LAN) customers.  The PA shall provide systems administration and operations support for the CD-ROM jukeboxes and CD-ROM servers.

5.3.1.1

CD-ROM Systems Administration.  The PA shall provide systems administration for the CD-ROM jukeboxes and CD-ROM servers. 

5.3.1.1.1
The PA shall install and configure CD-ROM(s) for network CD-ROM servers and jukeboxes within 3 workdays of receipt of CD-ROM(s).  The PA shall ensure all installed CD-ROMs are accessible to customers.  

5.3.1.1.2
The PA shall notify respective customers, via E-mail, when an install or upgrade has been performed and provide instructions for accessing the CD-ROM(s) within 1 workday of install or upgrade.

5.3.1.1.3
The PA shall notify respective customers, via E-mail, within 3 workdays prior to scheduled maintenance if it will affect customers’ access.

5.3.1.1.4
The PA shall maintain a minimum of one-third total free hard-disk storage space on each network CD-ROM server.  The PA shall maintain CD-ROM jukeboxes with a minimum of 50 slots available.  The PA shall maintain a minimum of 36 gigabyte (GB) free hard-disk space to support FastCD CD-ROM titles on each CD-ROM network servers. 

5.3.1.1.5
CD-ROM Network Work Order Requests.  In accordance with priorities identified in Section C-2, the PA shall complete work orders based on the following priority time frames:  Priority 1 within 2 work hours of dispatch, Priority 2 within 4 work hours of dispatch, Priority 3 within 8 work hours of dispatch, Priority 4 within 2 workdays of dispatch, and Priority 5 within 3 workdays of dispatch.  
5.3.1.2
CD-ROM Operations Support.  The PA shall provide CD-ROM jukebox operations support services 24 hours a day, Monday through Friday.  The PA shall provide emergency support during non-duty hours, Saturdays, Sundays, and holidays.

5.3.1.2.1
If system hardware and software problems occur on GFE and GFS, the PA shall troubleshoot and, if unable to resolve problem, the PA shall contact the maintenance vendor and work with the vendor through problem resolution. 
5.3.1.2.2
 The PA shall resolve hardware and software problems.  The PA shall document hardware and software problems and corrective actions taken.  The PA shall E-mail the report to the KO or authorized Government personnel within 1 workday of problem resolution. 

5.3.1.3

Availability of CD-ROM Jukeboxes.  The PA shall ensure each CD-ROM jukebox is available and operational for customers 100 percent of the time 0600-1800, Monday through Friday.  The PA shall ensure each CD-ROM jukebox is available and operational for customers 98.5 percent of the time between 1800-0600, Monday through Friday, and 24 hours a day on Saturdays, Sundays, and holidays.

5.3.2
PC-LAN Systems Support.  The PC-LAN environment provides the resources to support file and print services, the management of data stores, and other shared resources that together provide a high level of support to a customer base of approximately 3,500.  This environment includes both Novell and Microsoft Network Operating Systems (NOS).  The list of servers supported is identified at TE-8, Attachment C.   Novell supports most of the file and print services and hosts the storage and distribution of office automation and other applications.  It provides the customers with common shared areas, network storage, some database support, and access to most other shared resources.   Microsoft NT servers host various applications, infrastructure services, and enterprise database support.  The PA shall provide PC-LAN systems support services, which include systems software and hardware implementation and maintenance support; monitoring and optimizing system performance; troubleshooting systems and providing technical advice and assistance; providing systems administration; investigation; performing backup and recovery services; and performing webmaster systems functions.  The PA shall ensure that each PC-LAN system is operational and available for customers’ use 100 percent between 0600-1800, Monday through Friday.  The PA shall ensure that each PC-LAN system is operational and available for customers’ use 98.5 percent between 1800-0600, Monday through Friday, and 24 hours a day on Saturdays, Sundays, and holidays.  The PA shall adhere to Chapters 1 through 5, AR 380-19, Information Systems Security (dtd 27 February 1998). 

5.3.2.1
Systems Software and Hardware Maintenance Support.   

5.3.2.1.1
The PA shall monitor resource utilization thresholds, determine optimal performance levels, and provide to the KO or authorized Government personnel a server performance evaluation report by the third workday of each month.  Upon request by the KO or authorized Government personnel, the PA shall modify the report to reflect additional information that may be required or provide additional reports.  The PA shall provide daily user management that includes changing, deleting, or moving users; managing directories, space, or data; and modifying access rights. 

5.3.2.1.2
The PA shall notify respective PC-LAN customers, via E-mail, no later than 1 workweek prior to scheduled downtime.  For unscheduled downtime, if the system is operable, the PA shall notify affected customers, via E-mail, who may be affected by the downtime at least 15 minutes prior to taking the system down.  When downtime is expected to last more than 2 hours, the PA shall notify all affected organizations (specific points of contacts that will be provided by the KO or authorized Government personnel) via E-mail or telephone.  The PA shall provide customers with an estimate of time the system will be unavailable. 

5.3.2.2
PC-LAN Work Orders.  The PA shall ensure customer requests for PC-LAN services are entered as work orders.  In accordance with work order priorities defined in Section C-2, the PA shall complete work orders based on the following priority time frames unless otherwise noted in the subparagraphs below: Priority 1 within 2 work hours of dispatch, Priority 2 within 4 work hours of dispatch, Priority 3 within 8 work hours of dispatch, Priority 4 within 2 workdays of dispatch, and Priority 5 within 3 workdays of dispatch.
5.3.2.2.1
Troubleshooting PC-LAN Systems Hardware and Software.  Upon dispatch of a work order request, the PA shall provide troubleshooting and problem resolution within the priority time frames specified in Section 5.3.2.2.  In the event of a system failure, the PA shall notify the KO or authorized Government personnel within 1 work hour of failure. 
5.3.2.2.2
Technical Assistance.  Upon dispatch of a work order request, the PA shall provide technical advice for current, future, or planned systems.  In addition to technical expertise, the assistance may be based on knowledge of Government plans, goals, environment, etc.  Assistance generally shall involve providing information for planning new strategies or improving existing functionality or throughput.  It may require research of any available technical resources to provide the requested assistance.  The PA shall provide technical advice to customer requests within 4 workdays of dispatch of the request. 

5.3.2.2.3
Network User-ids and Passwords.
Upon dispatch of a work order request, the PA shall create network user-ids and generate passwords.  The PA shall complete user-id and password requests and notify the customer, via E-mail, within 1 workday of dispatch of request.  User-ids shall be 100 percent accurate. 


5.3.2.2.4
Provide User Management.   Requirements for user management services are received as a work order or developed proactively in customer meetings or consultations on technical issues.  The PA shall ensure a work order is submitted for user management services provided.  The PA shall provide services IAW the time frames for work order priorities identified in Section 5.3.2.2. 

5.3.2.2.5
Provide Network Printer Support.  Upon dispatch of a work order request, the PA shall provide network connectivity support for printers connected to the PC-LAN and those shared on user PCs and hosts.  Support shall include configuration, setup, and maintenance of the printer connection.  The PA shall ensure that each printer will print from the host systems the customers require.  The PA shall ensure a work order is submitted for printer support services provided.  The PA shall provide services IAW time frames for work order priorities established in Section 5.3.2.2.  

5.3.2.3
Backup and Recovery Services.  The PA shall perform daily differential backups, weekly full backups, and monthly backups of network servers.  The PA shall ensure backups complete successfully 100 percent of the time.  The PA shall rerun any failed jobs within 1 workday.  The PA shall ensure backups are scheduled to run outside of normal business hours to avoid degradation of system resources to customers.  The PA shall retain backed-up data IAW Table C-5-2.

Table C-5-2:  Backup Retention Periods

Backup Type
Retention Period

Daily
4 weeks

Weekly
4 weeks

Monthly
6 months

In the event of a system disk volume failure, the PA shall notify the KO or authorized Government personnel within 1 work hour of the failure.  The PA shall begin restoration of data within 2 work hours of the hardware device being replaced or repaired.  Restoration shall be continued until disk restore is complete and accessible to users.  The PA shall ensure a work order is submitted for each system disk volume restore. 

5.3.2.3.1       
Backup and Recovery Work Order Requests.

5.3.2.3.1.1
Upon dispatch of a work order request, The PA shall create, modify, reschedule, or cancel customer backup jobs according to customer specifications and resource availability.  Based on customer requirements, backups shall successfully complete, writing specified data to specified media.  The retention period will be IAW with customer instruction.

5.3.2.3.1.2
Upon dispatch of a work order request, the PA shall restore file(s) from the most recent backup available, unless otherwise specified by customer.  Restores shall be completed IAW the following time frames:  Priority 1 through 3 completed within 4 work hours of dispatch, and Priority 4 through 5 completed within 2 workdays of dispatch.

5.3.2.4
Web Services.  The PA shall provide webmaster functions for customers.  

5.3.2.4.1
The PA shall perform web services responsibilities IAW DOD Web Site Administration Policies and Procedures (dtd 25 November 1998), and the RIA web standards.

5.3.2.4.2
The PA shall ensure that the RIA Public Affairs Office has authorized each request for information to be placed on the RIA web.

5.3.2.4.3
Upon dispatch of a work order request, the PA shall establish a link to the RIA web page identified in customer request within 3 workdays of dispatch of request.  The PA shall maintain each link to the RIA web page to ensure access 24 hours a day, 7 days a week.
5.3.3

Help Desk Services.  The PA shall operate the Help Desk, including providing an on-site service for walk-in inquiries.  The Help Desk shall serve as the primary POC for customers to report problems, ask questions, and make service requests related to Information Technology.  The Help Desk shall maintain and operate a limited lending library of software and hardware.  The Help Desk shall provide problem resolution services in the areas of equipment maintenance, mainframe, software (software supported is provided at TE-8, Attachment D, and is subject to change as software and new technologies evolve), and network infrastructure including remote access (TSACS).  The PA shall provide immediate assistance when possible, or refer to a specialist for resolving complex technical issues.  The resolution of problems referred to specialists is not addressed in this service, but covered in the respective technical services.  The PA shall ensure  requests for assistance are entered into an automated work order system.  This work order system shall be used for Help Desk services in addition to other tracking systems identified in Section 5.3.3.2.3.  

5.3.3.1

The PA shall ensure the telephone hold queue time shall not exceed an average of 40 seconds per call.  One hundred percent of calls must be answered.

5.3.3.2

Help Desk Assistance.  The PA shall record, troubleshoot, and determine appropriate corrective action for all Help Desk services identified in Table C-5-3.  The PA shall provide these services within the time frames and percentages established in Table C-5-3. 



Table C-5-3:  Time Frames and Percentages for Help Desk Calls

Service Provided
Performance Standard
Inquiries Resolved Within

(from time request was dispatched)
Work Order Submitted to Specialist Within

(from time request was dispatched)
Unlock or Reset Passwords and User-ids and Issue One-Shot Passwords Error Free

(from time request was dispatched)
Unlock or Reset User-ids and Passwords

Error Free

(from time request was dispatched)

Equipment Maintenance Support
100%
Walk-in: 10 min

Phone:  10 min

E-mail:  2 hrs
Walk-in:  1 hr

Phone:  1 hr

E-mail:  2 hrs
N/A
N/A

Mainframe Processing Support
100%
Walk-in: 15 min

Phone:  15 min

E-mail:  2 hrs
Walk-in:  25 min

Phone:  25 min

E-mail:  2 hrs
N/A
Walk-in:  10 min

Phone:  10 min

E-mail:  2 hrs

Software Support
100%
Walk-in: 10 min

Phone:  10 min

E-mail:  2 hrs
Walk-in:  20 min

Phone:  20 min

E-mail:  2 hrs
Walk-in:  10 min

Phone:  10 min

E-mail:  2 hrs
N/A

Network Infrastructure Support
100%
Walk-in:  10 min

Phone:  10 min

E-mail:  2 hrs
Walk-in:  15 min

Phone:  15 min

E-mail:  2 hrs
Walk-in:  10 min

Phone:  10 min

E-mail:  2 hrs
N/A

Remote Access Support
100%
Walk-in:  10 min

Phone:  10 min

E-mail:  2 hrs
Walk-in:  15 min

Phone:  15 min

E-mail:  2 hrs
Walk-in:  10 min

Phone:  10 min

E-mail:  2 hrs
N/A

Loan Library
100%
Walk-in:  10 min

Phone:  10 min

E-mail:  2 hrs
N/A
N/A
N/A

5.3.3.2.1
The PA shall successfully resolve customer inquiries without additional personnel intervention 95 percent of the time.  If the PA is unable to resolve the inquiry, the PA shall record the work order, assign a priority based on work order priorities defined in Section C-2, and elevate to the appropriate specialist for action.  The PA shall provide status to customer inquiries regarding work orders elevated to specialists.  The PA shall provide these services within the time frames and percentages established in Table C-5-3. 

5.3.3.2.2
The PA shall unlock or reset a user-id(s), or issue, unlock, or reset a password(s) only after verifying requester's identity.  System password controls and system access services shall be provided IAW Chapter 2, paragraph 2-14 and 2-16, and Appendix G, Sections 1 and 2, AR 380-19, Information Systems Security (dtd 27 February 1998).

5.3.3.2.3
Equipment Maintenance Support.  The PA shall maintain and operate the Help Desk Service System (HDSS) for equipment categories listed at TE-8, Attachment E.  This list is subject to change as new technologies evolve.  The PA shall ensure all hardware repair requests are entered into the HDSS to generate a service order.  The PA shall electronically submit the service order to the appropriate contractor to provide repair service.  The PA shall maintain the HDSS automated repository of all equipment service requests, warranty information, and repair history.  This includes requesting information from the manufacturer or retailer as necessary.
5.3.3.2.3.1
Upon customer's request, the PA shall make the HDSS customer module available for customer’s use within 2 workdays of dispatch of request.  Upon customer's request, the PA shall provide a repair history to customer within 2 work hours of dispatch of request.  

5.3.3.2.3.2
If the PA is unable to resolve the equipment inquiry, the PA shall verify warranty information with the manufacturer or retailer on all hardware repairs before generating a service request within the HDSS. 

5.3.3.2.4
Mainframe Processing Support.  The PA shall act as the liaison between the mainframe computer systems service provider and all customer organizations.  The PA shall coordinate service issues to include notifying customer base regarding maintenance schedules that make the system unavailable, overtime requests to ensure systems are available after normal business hours, etc.  The PA shall document and forward 100 percent of requested messages (both to and from the customer). 

5.3.3.2.5
Loan Library.   The PA shall operate and maintain an on-site Loan Library providing customers with a lending source of equipment and software.  This service is provided to customers in the event of equipment failure, customer travel, and temporary use for special projects.  This equipment and software list is provided at TE-8, Attachment F, and is also included in TE-3.  This list is subject to change as new requirements and technologies evolve.  Loan out of equipment is provided to the customer on a first come, first serve basis.  If a conflict arises over equipment, the PA shall elevate the conflict to the KO or authorized Government personnel official responsible for operation for resolution.

5.3.3.2.5.1
The PA shall provide a library of equipment and software for loan to customer organizations.  The PA shall sub-hand receipt loan library items.  The PA shall prepare sub-hand receipt (DA Form 2062) for all loan library items and accessories, and obtain customer signature prior to releasing equipment.  The PA shall inventory each item and its accessories to ensure all items and accessories are returned.  The PA shall validate the integrity of software and operability of equipment before the next loan out.  Upon customer's request, the PA shall provide on-site instruction to customers on use of equipment and software prior to issue.

5.3.3.2.6
Network Infrastructure Support. 
The PA shall provide support for networks, file servers, visual information, and Tier II systems support.  Upon customer request, the PA shall update the network address table with each network address within 10 minutes.  Information entered into the network address table shall be error free.

5.3.4 

Database Administration.  The PA shall provide database administration support to include allocation and management of database space, development and maintenance of backup and recovery routines, database security administration, consultation, production problem resolution, and coordination with vendors and other agencies.  Database Management Systems (DBMS) currently supported are identified at Table C-5-4.  

Table C-5-4: Information Technology Supported DBMS

Title
Version
Operating System
Description of Software

Datacom/DB
V9.0
OS/390
Relational database & IMS Transparency

Systems 2000
V12.1
OS/390
Hierarchical Database

Oracle
V7.3.4.5, V8.1.5.0, 

V7.1.4.1. V7.3.2.3,

V7.3.2.1, V7.3.4.3
HP/Unix, NT,

OS/390
Relational Database

Model 204
V4.1
OS/390
Relational Database

Informix
V5.0, V7.0
HP/Unix
Relational Database

Info
V9.65n
HP/Unix
Relational Database

Microsoft Access
V97, V2000
Windows
Relational Database

5.3.4.1

Mainframe Database Support.  

5.3.4.1.1  
Database Availability.  The PA shall ensure databases are operational and available (on-line or batch) 100 percent between 0600-1800, Monday through Friday.  The PA shall ensure all databases are operational and available 98.5 percent 1800-0600, Monday through Friday, and 24 hours a day Saturdays, Sundays, and holidays.  The PA shall not be responsible for periods of unavailability controlled by the non-PA computer service providers (e.g. Defense Information Systems Agency).  The PA shall coordinate with the respective customers, via E-mail, 1 workweek prior to scheduled maintenance.  The PA shall document PA controlled and non-PA controlled downtime to include: date and time, total downtime, problem, corrective actions and preventative recommendations.  The PA shall provide this report to the KO or authorized Government personnel by the third workday of each month.
5.3.4.1.2  
Maintain DBMS Access Rights.  The PA shall maintain access authorizations for DBMS objects and the underlying physical files (i.e., DBMS system files) IAW paragraph 

2-5, Section II, and paragraph 2-15, Section VI, AR 380-19, Information Systems Security (dtd 

27 February 1998).

5.3.4.1.3  
Performance Optimization.  The PA shall ensure properly sized physical files underlying database objects per DBMS vendor specifications.  The PA shall ensure optimization of computer software and hardware utilization for command unique database structures and programs.  The PA shall perform routine physical structure analysis, transaction analysis, and on-line log analysis in an effort to pinpoint problem areas, optimize response time, and resize and optimize database structures due to growth trends.

5.3.4.1.4 
Space and Space Performance Optimization.  The PA shall monitor and take necessary action to ensure that physical database page or table structure does not become inefficient per DBMS vendor specifications. 

5.3.4.1.5       
DBMS and Database Backups.  The PA shall backup databases and Government Furnished Software DBMSs each workday.  The PA shall ensure backups complete successfully 100 percent of the time.  The PA shall rerun any failed jobs within 1 workday.  The PA shall retain backup data IAW Table C-5-5 unless otherwise directed by the KO or authorized Government personnel.

Table C-5-5:  Database Backups

DBMS
Number of Databases
Type of Backup
Retention

Datacom/DB
23
2 x workday
10 workdays

Datacom/DB
23
Weekly
10 weeks

Systems 2000
15
Workdays
7 workdays

Systems 2000
12
Weekly
7 weeks

Systems 2000
22
Monthly
3 months

Systems 2000
9
Yearly
2 years

Systems 2000
18
2 x workday
7 workdays

Systems 2000
4
3 x workday
7 workdays

Systems 2000
3
6 x workday
7 workdays

Model 204
400
Workday (Fast Dump Restore [FDR])
2 weeks

5.3.4.1.6      
DBMS Software Testing.  The PA shall test the installation of DBMS updates and releases prior to implementation into a production environment IAW the non-PA computer service provider's guidelines and time frames.  The PA shall coordinate software “bugs” with software vendor, DOD Software Engineering Centers (SECs), and the non-PA computer service provider.  The PA shall maintain distribution of software licenses.  Some release administration requires after-hours support during non-duty hours.   The PA shall report test findings identifying deficiencies, corrective actions, and milestones to the KO or authorized Government personnel. 

5.3.4.2

Tier-II and Tier-III Database Support.  

5.3.4.2.1  
Database Availability.  The PA shall ensure databases are operational and available (on-line or batch) 100 percent between 0600-1800, Monday through Friday.  The PA shall ensure all databases are operational and available 98.5 percent 1800-0600, Monday through Friday, and 24 hours a day Saturdays, Sundays, and holidays.  The PA shall not be responsible for periods of unavailability controlled by the RIA Tier II service provider.  The PA shall coordinate with the respective customers, via E-mail, 1 workweek prior to scheduled maintenance.  The PA shall document PA controlled and RIA controlled downtime to include: date and time, total downtime, problem, corrective actions and preventative recommendations.  The PA shall provide this written report to the KO or authorized Government personnel by the third workday of each month.

5.3.4.2.2  
Maintain DBMS Access Rights.  The PA shall maintain access authorizations for DBMS objects and the underlying physical files (i.e., DBMS system files) IAW paragraph 

2-5, Section II, and paragraph 2-15, Section VI, AR 380-19, Information Systems Security (dtd 

27 February 1998). 

5.3.4.2.3  
Performance Optimization.  The PA shall ensure properly sized physical files underlying database objects per DBMS vendor specifications.  The PA shall ensure optimization of computer software and hardware utilization for command unique database structures and programs.  The PA shall perform routine physical structure analysis, transaction analysis, and 

on-line log analysis in an effort to pinpoint problem areas, optimize response time, and resize and optimize database structures due to growth trends.

5.3.4.2.4 
Space and Space Performance Optimization.  The PA shall monitor and take necessary action to ensure that physical database page or table structure does not become inefficient per DBMS vendor specifications. 

5.3.4.2.5      
DBMS and Database Backups.  The PA shall backup databases and Government Furnished Software DBMSs each workday.  The PA shall ensure backups complete successfully 100 percent of the time.  The PA shall rerun any failed jobs within 1 workday.  The PA shall retain backup data IAW Table C-5-6 unless otherwise directed by the KO or authorized Government personnel.

Table C-5-6:  Database Backups

DBMS
Number of Databases
Type of Backup
Retention

Oracle
13
Workdays  + Saturday
1 calendar days

Oracle
13
Workdays  + Saturday
5 calendar days

Oracle
4
Workdays  + Saturday
5 calendar days

Microsoft Access
(See PC-LAN System Support Services)



Info
(See Tier II System Support Services)



Informix
(See Tier II System Support Services
 
 

5.3.4.3          
Database Work Orders.

5.3.4.3.1
Remedial Maintenance.  The PA shall ensure DBMS maintenance and sustainment work orders (customer or PA initiated) are documented in the work order system.  In accordance with work order priorities defined in Section C-2, the PA shall complete work orders based on the following priority time frames:  Priority 1 through 2 within 1 workday of dispatch, and Priority 3 through 5 within 4 workdays of dispatch. 

5.3.4.3.2 
DBMS and Database Problem Resolution.  The PA shall troubleshoot and resolve DBMS and database production problems.  This may require contact with vendors, computer system service providers, SECs, and the Government.  The PA shall complete work orders based on the following priority time frames:  Priority 1 within 1 work hour of dispatch, Priority 2 through 3 within 2 work hours of dispatch, and Priority 4 through 5 within 3 work hours of dispatch.  

5.3.4.3.3       
Database and DBMS Restores and Recoveries.  The PA shall restore or recover files IAW DBMS specific backup capabilities including data and system files (dictionary and control files for example).  The PA shall recover files to within 1 workday prior to data corruption or customer-specified point-in-time.  The PA shall complete work orders based on the following priority time frames:  Priority 1 within 3 work hours of dispatch, Priority 2 through 3 within 1 workday of dispatch, and Priority 4 through 5 within 1 workweek of dispatch.

5.3.4.3.4       
DBMS Consultation Services.  The PA shall ensure DBMS consultation services are documented in the work order system and shall be completed IAW the work order priorities defined in Section C-2.  The PA shall complete work orders based on the following priority time frames:  Priority 1 through 2 within 4 work hours of dispatch and Priority 3 through 5 within 1 workday of dispatch.  The PA shall provide customers consultation services, potentially including on-site meetings,  as requested.  Consultation services include providing necessary on-site training to enable customers to effectively employ DBMS-related tools.
5.3.5  

Customized Software Development and Maintenance.  The PA shall develop new AISs, and shall modify and maintain these and the existing AISs listed at TE-8, Attachment G.  The PA shall serve as the POC for systems fielded by DOD SECs, including local unique interfaces (“bridges”) with these systems.  The PA shall coordinate the installation and maintenance of SEC software releases, process systems change requests, requests for publications, and prototype new releases.  The PA shall provide a written progress report to the KO or authorized Government personnel on the third workday of each month.  The progress report shall summarize all open work orders, work orders closed during the reporting period, estimated completion date, actual completion date, a brief overall summary of the current status of the project(s), and potential problem areas.  The PA shall negotiate all AIS milestone dates with the customer.  In the event an agreement cannot be reached, the PA shall submit a request to the KO or authorized Government personnel for facilitation.  The request shall detail the PA position and provide supporting rationale. 

5.3.5.1  
Application Software Development.   The PA shall conduct requirements analysis, design, modify or develop, and implement AISs, to include logical/physical database designs, IAW established installation software development standards listed in TE-8, Attachment H, and IAW DOD Web Site Administration Policies and Procedures (dtd 25 November 1998), where applicable.  Successful completion includes associated documentation and user training as necessary.  The work order priorities defined in Section C-2 do not apply to the Application Software Development Section of Customized Software Development Service.  
5.3.5.1.1
Requirements Analysis and Design.  Based on the dispatch of a work order requesting new applications or modifications to existing application functionality, the PA shall conduct requirements analysis and perform software design in coordination with the customer(s).  The PA shall be available for on-site analysis and shall use all new and effective analysis, design, and development tools and techniques (e.g. Joint Application Development , Rapid Application Development, prototyping) where appropriate.  The PA shall develop a requirements definition to include scope of work, AIS access and security requirements, customer involvement in development process, estimated completion date, work order number, customer, and open date of the work order.  The initial requirements definition shall be provided to the customer(s) within 5 workdays of the dispatch of the work order.  Prior to proceeding, the PA shall have a customer signed requirements definition.  The PA shall develop proposed software design IAW customer approved requirements definition.  Software design includes software architecture, data storage method, and data flow.  In those instances where customer requirements dictate using other than AIS standards, the PA shall submit a waiver with a justification to the KO or authorized Government personnel for approval prior to completion of design phase.
5.3.5.1.2
Application Development.  The PA shall develop the application software IAW previous agreements (e.g., customer requirements, design, customer involvement).  The PA shall develop the application software and physical data structures, and ensure practicality and optimal performance per DBMS vendor specifications.  The PA shall create and maintain database objects; i.e., schemas, tables, segments, and areas.  The PA shall properly size the physical files underlying database objects per DBMS vendor specifications.  All new local unique databases shall be in third normal form with rare instances of second normal form. 
5.3.5.1.3

Documentation.  The PA shall create or update documentation IAW IEEE/EIA 12207 and TE-8, Attachment H, throughout all phases of an AIS, new design, modification, and maintenance.  The minimum documentation requirement is a Computer Operation Manual (OM) for Tier I AISs.  The PA shall document each database.  Database documentation shall include graphic representation of physical database objects and their interrelationships to include Entity Relationship Diagrams (ERD).  The PA shall distribute as appropriate, and assist and advise customers in the development of user documentation.  Upon customer request, the PA shall make the documentation available to the customer within 1 workday of the request.

5.3.5.1.4
User Training and Software Migration.  Software shall include customer approved requirements and the final product shall pass customer acceptance testing.  The PA shall provide or coordinate any necessary on-site user training on the use of newly developed or modified application software prior to AIS migration to production.  The PA shall provide a smooth migration of the software to the production environment including all coordination with the computer systems service provider and customer organizations.  This migration shall be accomplished with no negative impacts to the production environment. 

5.3.5.2

AIS Query and Report Writer Services.  The PA shall provide query and report writer services for applications listed in TE-8, Attachment G, and databases identified in Table C-5-5.  Services are defined as developing queries, modifying queries, deleting obsolete queries, and testing the suitability/functionality for on-line, off-line batch, or stored queries.  The PA shall complete work orders based on the following priority time frames:  Priority 1 through 2 within 2 work hours of dispatch, and Priority 3 through 5 within 8 work hours of dispatch.  The PA shall maintain a separate unique database to document the stored queries and documentation for audit purposes. The PA shall provide release management support for query and report writer tools and applications.

5.3.5.3  
Software Maintenance and Sustainment.  The PA shall provide software maintenance and sustainment IAW installation development standards (TE-8, Attachment H), and IAW DOD Web Site Administration Policies and Procedures (dtd 25 November 1998), where applicable.

5.3.5.3.1  
AIS Availability.  The PA shall ensure AISs are operational and available (on-line or batch) 100 percent between 0600-1800, Monday through Friday.  The PA shall ensure databases are operational and available 98.5 percent between 1800-1600, Monday through Friday, and 24 hours a day on Saturdays, Sundays, and holidays.  The PA shall document downtime to include: date and time, total downtime, problem, corrective actions, and preventative recommendations.  The PA shall provide this written report to the KO or authorized Government personnel on the third workday of each month. 

5.3.5.3.2  
AIS Work Orders.  AIS maintenance and sustainment work orders (Government, customer, or PA initiated) shall be completed in accordance with work order priorities defined in Section C-2.  The PA shall complete work orders based on the following priority time frames:  Priority 1 through 4 within 1 workday of dispatch, and Priority 5 within 2 workdays of dispatch.

5.3.5.3.2.1  
AIS Technical Support.  Upon customer request, the PA shall complete miscellaneous technical support requests.  The PA shall not provide miscellaneous technical support that changes the functionality of the AIS.  Miscellaneous technical support includes file manipulation (e.g., correct customer data input errors, transfer data via File Transfer Protocol [FTP]), update report distribution requirements, and rerunning lost reports.  

5.3.5.3.2.2  
AIS Problem Resolution.  The PA shall research and resolve AIS production problems.  Resolution may require contact with vendors, computer system service provider, SECs, and Government. 

5.3.5.3.2.3
Backups and Recovery.  The PA shall perform backup and recovery procedures.  The PA shall ensure periodic backups of applications, associated files, and data IAW AIS requirements.  The PA shall monitor system execution and recover any lost or corrupt files. 

5.3.5.3.2.4

Documentation.  The PA shall update existing AIS documentation IAW IEEE/EIA 12207 and standards identified in TE-8, Attachment H.  The PA shall distribute as appropriate.  The PA shall assist and advise customers in the update of user documentation.

5.3.5.3.2.5
New Release Adaptation.  The PA shall adapt the existing AISs to support patches and new releases (e.g., DBMS, operating systems, software development tools, Commercial Off-the-Shelf (COTS), DOD standard systems, local unique systems).  This adaptation includes modifying impacted applications, updating documentation, testing, prototyping, and implementation.  The PA shall comply with guidance provided by the SEC and determine the impact on existing local unique interfaces (“bridges”) with these systems.  The PA shall coordinate with customers, computer system service providers, and SECs as required to ensure a smooth migration and ensure that there are no negative impacts to existing AISs and local unique interfaces.

5.3.5.3.2.6  
Customized Software Consultation.  The PA shall provide customized software consultation services, including on-site meetings, if requested by the customer.  Issues range from inquiries on existing AIS capabilities to “what if” scenarios to determine feasibility.  

5.3.5.3.2.7
Customer Notification.  The PA shall notify customers of all abnormal terminations of nightly batch jobs by 0900 on the following workday.

5.3.5.4 
Standard System Liaison Services.  The PA shall serve as the POC for standard systems fielded by DOD SECs including local unique interfaces (“bridges”) with these systems.  The PA shall coordinate the installation and maintenance of SEC software releases, process systems change requests, requests for publications, and provide administrative support during the prototype.  System liaison services shall be documented by the PA in the work order system. 

5.3.5.4.1
Documentation Maintenance and Distribution.  The PA shall incorporate changes to standard system documentation within 8 work hours of receipt.  Upon customer request, the PA shall provide standard system documentation (e.g., user manuals, operator manuals) within 40 work hours from the time the request was issued.  Upon receipt, the PA shall load documentation onto the CD-ROM jukebox and notify affected organizations.  Documentation shall be loaded and customers notified within 20 work hours of receipt of CD. 

5.3.5.4.2
Correspondence Services.  Upon receipt of correspondence (e.g., Software Change Package Implementation Procedures, Software Change Package Information Bulletins) the PA shall coordinate with affected organizations to determine distribution requirements and distribute accordingly (e.g., fax, E-mail, CD) within 80 work hours from the time the correspondence was received.  The PA shall forward customer Engineering Change Proposals – Software (ECP-S) (DA Form 5005-R) to the SEC for action within 1 work hour of receipt. 

5.3.5.4.3
Beta Site Support Services.  Upon SEC request, the PA shall function as the beta (prototype) site for a standard system release and provide the following liaison services.  The PA shall perform correspondence services identified in Section 5.3.11 5.4.2.  The PA shall develop and distribute status reports weekly on each outstanding DA Form 5005-R.  The PA shall coordinate with prototype sites to develop an ‘accept’ or ‘reject’ position with supporting rationale for the prototype within 1 workweek of prototype ending date. 
5.3.6
Compact Disk - Read Only Memory (CD-ROM) Production Services.  The PA shall ensure CD-ROM creation and duplication requests are entered into the work order system.  The priority time frames defined in Section C-2 do not apply to this service.  Current subject matter for these requirements includes mainframe applications (including Commodity Command Standard Systems [CCSS]), Joint Hazardous Classification System (JHCS), Commanders' Conferences, and symposiums.  Upon dispatch of  work order, the PA shall analyze the customer's requirements to determine feasibility.  If not feasible, the PA shall provide the customer with alternatives within 3 workdays of dispatch of request.  The PA shall dispose of CD-ROM(s) produced in error.  The PA shall ensure that no data on CD-ROM(s) is readable prior to disposal. 

5.3.6.1
 CD-ROM Creation and Duplication.  The PA shall create and duplicate 

CD-ROM(s).  The PA shall create CD-ROM(s) from a variety of sources, which includes hard copy, which must be digitized prior to creation of CD, and electronic files pulled from computer systems.  The PA shall complete work orders IAW customer requirements and shall provide an on-site drop off point for customer material.  The PA shall ensure viewer configuration for use on CD-ROM(s), (e.g., Adobe Acrobat, Rptview and Microsoft Word).  The PA shall ensure viewer functionality on CD-ROM(s) (e.g., Adobe Acrobat, Rptview, Control D for PC, and Microsoft Word).  The PA shall create and duplicate CD-ROM(s) error free. Unless otherwise directed by the customer, the PA shall return to the customer any materials provided for duplication.

5.3.6.2
CD-ROM Disposition.  The PA shall produce labels for created and duplicated CD-ROM jobs error free.  The PA shall package and ship CD-ROM(s) IAW customer's written requirements.  The PA shall package and ship CD-ROM(s) error free. 

5.3.7

Desktop Automation Support.  The PA shall provide support to approximately 1,300 desktop units.  The PA shall provide full desktop automation support to respective customers.  This is considered a mobile service that may require visits to customer sites on a daily basis. Desktop automation services include installing PC hardware and software configurations, installing upgrades and patches, troubleshooting, and problem resolution.  The current standard software installed for desktop automation support is provided at Table C-5-7.   The current software supported is provided at TE-8, Attachment I.  Software lists are subject to change as updates or new technologies evolve. 
5.3.7.1

Virus Protection.  The PA shall ensure that virus protection to respective customers is current within 2 workdays of release from Government sources.  The PA shall ensure virus protection is applied IAW paragraph 6-2.c(3), Chapter 6, AR 25-1, The Army Information Resources Management Program (dtd 15 February 2000).  The KO or authorized Government personnel may require immediate application of virus updates to counter the discovery of new viruses or to respond to DOD and DA directives.

5.3.7.2

Reports.  The PA shall prepare a software utilization report, to include customer office symbol and software licenses used (by product), to the KO or authorized Government personnel by the first workday of each fiscal quarter.  The PA shall prepare and provide the KO or authorized Government personnel a desktop density report, to include number of desktop units per customer organization, by the first workday of each fiscal quarter.  The PA shall ensure that the installation and configuration actions do not result in exceeding the number of copies or other limitations specified by licensing agreements. 

5.3.7.3

Customer Installation, Configuration, and Maintenance.  The PA shall install and configure new hardware and software.  The PA shall install changes and upgrades to software, hardware, and peripherals.  The PA shall maintain hardware and peripherals to operate within manufacturer’s specifications.  The PA shall ensure equipment and software are operable within the existing network environment.  The PA shall maintain a current secure library of all installed standard and nonstandard software within 1 day of installation.  The PA shall ensure that the installation and configuration comply with licensing agreements.
Table C-5-7:  Standard Installed Software

Title
Description of Software

Adobe Acrobat Reader
Reader for Portable Document File (PDF)

CBT
Computer Based Training 

Cisco IPTV Viewer (Internet Protocol Television)
Viewer for IP based video

PERSACTS (Personnel Actions)
Civilian Personnel Management

DA PAM 25-30
CD based DA Pamphlet

DOD Business Systems 
Defense Property Accountability System (DPAS)

E-Forms
Forms Printing

FACS (Facilities Assignment & Control System)
TN6530 terminal emulation

FEDLOG (Federal Logistics Record)
CD Application

FTP Voyager  
File Transfer Protocol (FTP) software

IHS Products 
Information Handling Systems suite of CD based products

JetForm FormFlow
Forms filling

Local Applications
Corporate Estimating, JOPCN (Job Order  Product Control Number), Master Scheduling, NMR (Nonconforming Material Reporting)

Microsoft Internet Explorer
Web browser

Microsoft NetMeeting
Online meeting tool

Microsoft Office
Microsoft Office Suite

Microsoft Outlook
E-mail/Calendar/Task Manager 

Microsoft Reference
Bookshelf

Microsoft Windows
Operating System

Netscape Navigator
Web Browser

NETTERM (Network Virtual Terminal)
Telnet and terminal emulation software

Norton AntiVirus
AntiVirus Software 

Novell
Novell client tools and login

Novell Client32
Novell Client for Windows

QWS3270 Plus
TN3270 Emulation Software

RealPlayer G2
Software Enabling Multi-Media File Playback

US Army Electronic Publications
CD based publications

5.3.7.4

Desktop Automation Work Order Requests.  

5.3.7.4.1
The PA shall ensure requests for installation, configuration, and maintenance are entered into the work order system.  In accordance with work order priorities defined in Section C-2, the PA shall complete work orders based on the following priority time frames:  Priority 3 within 4 work hours of dispatch, Priority 4 within 2 workdays of dispatch, and Priority 5 within 3 workdays of dispatch.  Work order Priority 1 through 2 does not apply to installation, configuration, and maintenance work orders. 

5.3.7.4.2
The PA shall ensure requests for desktop assistance and troubleshooting are entered into the work order system.  In accordance with work order priorities defined in Section C-2, the PA shall complete work orders based on the following priority time frames:  Priority 1 within 2 work hours of dispatch, Priority 2 within 3 work hours of dispatch, Priority 3 within 4 work hours of dispatch, Priority 4 within 1 workday of dispatch, and Priority 5 within 3 workdays of dispatch.  

5.3.8
Mainframe Systems Administration Support. The PA shall have successfully completed Access Control Facility 2 (ACF2) training.  The PA is responsible for documenting all Mainframe Systems Administration Support workload in the work order system.  Work order priorities defined in Section C-2 do not apply to this service.

5.3.8.1
Issue and Unlock User-ids and Passwords.  The PA shall verify the requirement for user-id and password before issuance.  The PA shall unlock user-ids and passwords only after verifying that the requester has authority to request the action.  Authority for a user-id and password will be provided in writing by the approving official for the organization, typically at the director level.
5.3.8.1.1
The PA shall respond to customer requirements for user-ids and passwords for mainframe and TSACS accounts within 1 workday of dispatch of request during normal business hours.  The PA shall coordinate with the appropriate security offices for mainframe and TSACS accounts.  For emergency assistance required during non-duty hours, the PA shall respond to customer request within 2 clock hours of dispatch of the request.  The PA shall provide support within 15 clock minutes of notification for situations identified as mission critical or work stoppage during normal business hours.  The PA shall issue user-ids and passwords within 1 workday of dispatch of the request.

5.3.8.1.2
The PA shall maintain a repository of user-ids and passwords for mainframe and TSACS accounts.  The PA shall issue no more than one user-id and password for each user on a system with only rare occurrences of justifiable exceptions.  An example would be the temporary need for two user-ids during a system conversion.  

5.3.8.2
Access Control Facility 2 (ACF2) Rules.  The PA shall contact dataset owner within 1 work hour of dispatch of a request for access.  The PA shall obtain permission from the dataset owner prior to writing or modifying and implementing an ACF2 rule.  The PA shall establish and maintain ACF2 rules for all mainframe users within 1 hour of approval from dataset owner.  The PA shall ensure successful ACF2 rule implementation no less than 99 percent of the time.  

5.3.8.3

Resolve Access Problems.  The PA shall initiate action to resolve customer access problems within 1 work hour of notification.  Records of access problems and incidents shall be maintained by fiscal year for the life of the contract.

5.3.9

Electronic Mail (E-mail) Services.  E-mail service encompasses the distribution of E-mail messages, administration and maintenance of E-mail accounts for both local and remote users, maintenance of support computers such as servers, testing of new hardware and software for new capabilities, as well as customer support issues.  The PA shall adhere to paragraphs 2-14 and 2-16, AR 380-19, Information Systems Security (dtd 27 February 1998), and paragraph 2-200 and Appendix K, AR 380-67, Personnel Security Program (dtd 

9 September 1988). 

5.3.9.1 
E-mail Distribution Availability.  The PA shall ensure the E-mail system is operational and available for customers' use 100 percent of the time between 0600-1800 Monday through Friday.  The PA shall ensure E-mail system availability for customers’ use 98.5 percent of the time between 1800-0600, Monday through Friday, and 24 hours a day on Saturdays, Sundays, and holidays.  Messages sent from installation customers shall be delivered to other installation customers within 10 minutes.

5.3.9.1.1 
Downtime Documentation.  The PA shall document downtime to include date and time, total downtime, problem, corrective actions, and preventative recommendations.  The PA shall provide this report to the KO or authorized Government personnel by the third workday of each month or upon a specific request.

5.3.9.1.2
Downtime Customer Notification.  The PA shall notify E-mail customers, via 

E-mail, 1 week prior to any scheduled downtime.  For unscheduled downtime, if the system is operable, the PA shall notify customers who may be affected by the downtime at least 15 minutes prior to taking the system down.  The PA shall coordinate the time with the KO or authorized Government personnel and notify affected organizations (specific points of contact that will be provided by the Government) when there is downtime needed to perform an emergency reset, or within 30 minutes after a down system is discovered.  The PA shall provide an estimate of the time the system will be unavailable. 

5.3.9.2

Preventative E-mail System Maintenance. 

5.3.9.2.1   
E-mail System Maintenance.  The PA shall perform routine preventative maintenance on the E-mail servers and other E-mail related hardware, and provide a written evaluation report on the third workday of each month.  Upon request by the KO or authorized Government personnel, the PA shall modify the report to reflect additional information that may be required or provide additional reports.  Maintenance is required to ensure efficient operations of the server and to assist in identifying the need for replacement or upgrades of servers or parts.

5.3.9.2.2
E-mail Server Optimization.  The PA shall maintain the amount of free space on the servers sufficient to allow successful post office disk file maintenance and backup.  If server free space becomes insufficient, the PA shall provide written notification to the KO or authorized Government personnel of the situation within 1 workday of occurrence.  This notification shall include a recommended course of action (e.g., buying new hardware, moving users) to correct the situation.  

5.3.9.2.3 
E-mail Server Backups.  The PA shall install and maintain backup software, and ensure that E-mail server backups to tape are accomplished once a day, Monday through Friday.  The PA shall retain backup data IAW Table C-5-8.

Table C-5-8:  E-mail Server Backup Retention Periods

Backup Type
Retention Period

Daily
2 Weeks

Weekly
4 Weeks

Monthly
3 Months

Quarterly
1 Year

Yearly
3 Years

5.3.9.2.4 
E-mail System Monitoring.  The PA shall monitor all E-mail servers daily to identify and resolve all potential problem areas, including questionable E-mail abuse activity.  Monitoring shall include auditing the event log and Postmaster mailbox.  Upon identification of problems that are outside the control of the PA (questionable activity, for example), the PA shall submit a report to the KO or authorized Government personnel within 1 workday of identification. 

5.3.9.3 
E-mail Work Orders.  All E-mail service requests shall be entered into the work order system.  The PA shall complete work orders within 2 work hours of dispatch of the request for work orders Priority 1 through 3, and within 8 work hours of dispatch of the request for work orders Priority 4 through 5 unless otherwise noted.  Rework work orders shall be accomplished within 2 work hours of dispatch of the request. The PA shall provide troubleshooting and problem resolution for all E-mail services.  Work requests may be proactively uncovered by the PA or received as a work order from the Help Desk.
5.3.9.3.1
Establishment of E-mail Accounts.  Upon dispatch of a work order, the PA shall establish new E-mail accounts (to include establishing the initial passwords and other configurations) for individuals requiring access to the E-mail system.  The PA shall create the account and notify the customer.  All accounts shall be established with 100 percent accuracy. 

5.3.9.3.2
Maintenance of E-mail Accounts.  Upon dispatch of a work order, the PA shall move, change, rename, or delete E-mail accounts.  The PA shall move an individual’s E-mail account (e.g., move from one server to another) and update the individual’s server information to ensure data accurately reflects the new information.  The PA shall change any incorrect E-mail account information.  All moves, changes, renames, and deletions shall be accomplished with 100 percent accuracy.

5.3.9.3.3  
E-mail System Problem Resolution.  Upon dispatch of a work order, the PA shall troubleshoot and resolve all E-mail hardware and software problems.  This may require contact with vendors or manufacturers if PA is unable to resolve the problem.  The PA shall provide the KO or authorized Government personnel a written request for any additional maintenance materials (e.g., disks, tapes, power supplies). 

5.3.9.3.3.1
Mailbox and Database Restores.  Upon dispatch of a work order, the PA shall restore E-mail mailboxes to ensure the customer’s data is restored IAW customer requirements.  The PA shall accomplish the mailbox restore within 12 work hours of the dispatch of the work order request.  If the customers data cannot be restored, the PA shall negotiate and follow-through with alternative solutions with the customer (e.g., 2 workdays prior to data corruption).

5.3.9.3.3.2
Public Folder Maintenance.  Upon dispatch of a work order, the PA shall create, update, and delete public folders, including permissions and other configuration settings.

5.3.9.3.3.3 
Global Address List Maintenance.  Upon dispatch of a work order, the PA shall update information in the Global Address List.  This information shall include name, mail identification, office symbol, phone number, and building.  

5.3.9.3.3.4
Public Distribution List Maintenance.  Upon dispatch of a work order, the PA shall create, maintain, and delete public distribution lists within the E-mail system. 

5.3.9.4 
E-mail Facsimile (FAX) Transmission Capability.  The PA shall provide customers the capability to send and receive FAXs via E-mail.  This capability shall be available 24 hours a day, 365 days a year.  The PA shall audit and document the amount of FAX capability downtime and the frequency of such downtime.  The PA shall provide a written report to the KO or authorized Government personnel by the third workday of each month on the amounts of scheduled and unscheduled downtime. 

5.3.9.5

Maintain List Server.  The PA shall maintain a list server that provides the customers the capability to subscribe and unsubscribe to specific mailing lists moderated by various functional proponents.  The list server shall provide the capability to strip E-mail user-id from sent messages to allow users to send anonymous questions and comments to specific mail user-ids or public folders.  These capabilities shall be available 100 percent between 0600 and 1800, Monday through Friday, and 98.5 percent between 1800 and 0600, Monday through Friday, and 24 hours a day on Saturdays, Sundays, and holidays.

5.3.9.5.1
List Server Administration.  The PA shall create, maintain, and delete mailing lists as requested by customers.  Mailing list maintenance involves naming the list and establishing the list moderator.  It does not involve adding and removing users to the list except cases where a mail identification has been deleted and the user has not unsubscribed from the list. 

5.3.9.5.2
Mailing List Performance.  The list server shall be capable of distributing to lists of up to 800 E-mail user-ids within 4 clock hours.

5.3.9.6  
E-mail Address Information Exchange.  The PA shall exchange E-mail address information with TACOM‑Warren, Armaments Research, Development and Engineering Center (ARDEC), Anniston, and other Government activities on a weekly basis.  By the third workday of each month, the information shall be updated in American Standard Code for Information Interchange (ASCII) delimited format and include user-id, E-mail address, phone number, and office symbol.  The PA shall import the information into the E-mail system to allow users access to imported addresses.

5.3.10  
Tier II System Services.  The PA shall provide management, systems administration, operations, and maintenance services for all installation Tier II systems identified at TE-8, Attachment J.  The PA shall adhere to Chapters 1-5, of AR 380-19, Information Systems Security (dtd 27 February 1998).  The PA shall ensure that each Tier II system is operational and available for customers’ use 100 percent of the time between 0600-1800, Monday through Friday.  The PA shall ensure that each Tier II system is operational and available for customers’ use 98.5 percent of the time between 1800 and 0600 Monday through Friday and 24 hours a day on Saturdays, Sundays, and holidays.

5.3.10.1
Systems Software and Hardware Maintenance Support.  The PA shall perform services to include install and configure systems; monitor systems for peak efficiency; manage space; perform release management; install and configure operating systems, databases, and application software on equipment specified in TE-3, Government Furnished Equipment.

5.3.10.1.1
 The PA shall notify affected Tier II customers, using E-mail, no later than 1 workweek prior to scheduled downtime.  For unscheduled downtime, if the system is operable, the PA shall notify customers who may be affected by the downtime at least 15 minutes prior to taking the system down.  When downtime is expected to last more than 2 hours, the PA shall notify all affected organizations (specific points of contact that will be provided by the Government).  The PA shall also provide customers with an estimate of time the system will be unavailable. 

5.3.10.1.2
The PA shall monitor resource utilization thresholds, determine optimal performance levels, and provide to the KO or authorized Government personnel a server performance evaluation report on a monthly basis.  The PA shall also include in this report the amount of connect time, by customer organization, to the nearest tenth of an hour, for each Tier II system for the month.  Upon request by the KO or authorized Government personnel, the PA shall modify the report to reflect additional information that may be required or provide additional reports.  The PA shall provide daily user management that includes changing, deleting, or moving users; managing directories, space, or data; and modifying access rights.

5.3.10.1.3
Space Management.  The PA shall monitor and manage space on disks.  The PA shall ensure that on average 20% free space exists on each disk.  At no time shall system space available for allocation fall below 20%.

5.3.10.2
Tier II Work Order Requests.  Customer requests for Tier II services shall be entered into the work order system.  In accordance with work order priorities defined in Section C-2, the PA shall complete work orders based on the following priority time frames unless otherwise noted in the subparagraphs below:  Priority 1 within 1 work hour of dispatch, Priority 2 within 2 work hours of dispatch, Priority 3 within 4 work hours of dispatch, and Priority 4 through 5 within 1 workday of dispatch.  The PA shall adhere to paragraphs 2-14 and 2-16, Chapter 2, of AR 380-19, Information Systems Security (dtd 27 February 1998), and paragraph 2-200 and Appendix K of AR 380-67, Personnel Security Program (dtd 9 September 1988). 

5.3.10.2.1
Troubleshooting Tier II Systems Hardware and Software.  Upon dispatch of a work order request, the PA shall provide troubleshooting and problem resolution IAW with the priority time frames specified in 5.3.10.2.  In the event of a system failure, the PA shall notify the KO or authorized Government personnel within 1 work hour of failure.
5.3.10.2.2
Technical Assistance.  Upon dispatch of work order request, the PA shall provide technical advice for current, future, or planned systems.  The PA shall provide technical assistance to customer requests within 2 workdays of dispatch of request.

5.3.10.2.3
Tier II Systems User-ids and Passwords.  The PA shall ensure Tier II systems user-id and password requests are entered into the work order system. The PA shall create Tier II systems user-ids and generate passwords within time frames established by the customer on the work order.  The PA shall create user-ids with 100 percent accuracy.  

5.3.10.3
Backup and Recovery Services.   The PA shall perform daily incremental backups, weekly full backups, and quarterly backups of Tier II systems.  The PA shall ensure backups complete successfully 100 percent of the time. The PA shall ensure backups are scheduled to run outside of normal business hours.  The PA shall rerun any failed jobs within one workday.  The PA shall retain backed-up data IAW Table C-5-9.

Table C-5-9:  Backup Retention Periods

Backup Type
Retention Period

Daily
2 weeks

Weekly
6 weeks

Quarterly
12 months

In the event of a system disk volume failure, the PA shall respond within 15 minutes.  The PA shall notify the KO or authorized Government personnel within 1 work hour of the failure.  The PA shall begin restoration of data immediately after hardware device has been replaced or repaired.  Restoration shall continue until the disk restore is complete and is accessible to all users no later than the beginning of the next workday.  The PA shall ensure a work order document for each system restore. 

5.3.10.3.1
Back-up and Recovery Work Order Requests.

5.3.10.3.1.1
Upon dispatch of a back-up work order request, the PA shall create, modify, or cancel customer backup jobs according to customer specifications.  Jobs shall successfully complete writing specified data to specified media. 

5.3.10.3.1.2
Upon dispatch of recovery work orders requests, the PA shall restore file(s) from the most recent backup available, unless otherwise specified by customer, within the following time frames:  Priorities 1 through 3 within 2 work hours of dispatch, and Priorities 4 through 5 within 2 workdays of dispatch. 

5.4

Visual Information (VI) Services.  This service does NOT include photography, media loan library, audio recording, preview and review of ½” VHS and ¾” U-matic tape, graphic arts, public address system, video and production equipment, video production, video duplication, closed circuit television, satellite broadcasts, or video teleconferencing using the Video Enhanced Network Users System (VENUS).

5.4.1

Baylor Conference Center Complex.  The PA shall provide administration, maintenance, and operation of the Baylor Conference Center Complex that includes Baylor, Jordan, Schull, Whittemore and Buffington conference rooms, as well as the Flagler suite.  The PA shall use the designated crib(s) to store conference room equipment (e.g., tables, chairs, easels, etc.) when not in use.  The Baylor Conference Center Complex conference rooms, Flagler suite, and storage crib(s) are located on the 3rd floor, buildings 103 and 104. 

5.4.1.1

Administration of Baylor Conference Center Complex.  The PA shall record work order requests for conference room services in the work order system.  The PA shall schedule the Baylor Conference Center Complex conference rooms IAW customer’s requirements.  The PA shall complete work orders within time frames established by the customer.
5.4.1.1.1
The PA shall provide the customer with an E-mail confirmation message that includes confirmation of scheduled conference room(s) with date and time of scheduled session, PA POC for problem resolution, and identification of customer responsibilities.  The PA shall provide the customer with an E-mail confirmation within 4 work hours of issuance dispatch of a request.

5.4.1.1.2
The PA shall maintain a schedule of the Baylor, Jordan, Schull, Whittemore, and Buffington conference rooms on the RIA web site for public view.  The PA shall update the conference room schedule(s) on the RIA web site for each new, modified, or canceled conference room(s) reservation within 30 minutes of dispatch of the customer's request.  The update for the web site requires customer's office symbol, room(s) being reserved, and date and time of reservation.  Updates to the web site shall be error free. 

5.4.1.1.3
The PA shall ensure that software, equipment, and necessary components required by the customer have been turned on and are fully operational immediately prior to the start of each scheduled conference room session.  

5.4.1.1.4
The PA shall ensure appropriate Baylor Conference Center Complex room doors are open prior to scheduled sessions.  The PA shall send a technician proficient in the use of the Baylor Conference Center Complex equipment (e.g., lighting, projectors, operation of microphones) and software to each scheduled conference room 15 minutes prior to session to assist customer.  The PA shall provide the customer with a POC and phone number if troubleshooting is required during the session. 

5.4.1.1.5
When the Baylor Conference Center Complex is scheduled, the PA shall close software, and turn off equipment, and ensure that the Complex doors are locked at the end of each day. 

5.4.1.1.6
The PA shall ensure that conference center rooms are clean and orderly.  

5.4.1.2

Maintenance of Baylor Conference Center Complex.  The PA shall maintain Baylor Conference Center Complex software listed at TE-6 and hardware listed at TE-3. 

5.4.1.2.1
Troubleshooting Conference Rooms When in Use.  The PA shall troubleshoot problems occurring during conference room(s) usage within 5 minutes of dispatch for assistance.  Troubleshooting includes identifying, tracing, or isolating a problem with a room system or a peripheral device connected to a room system.  

5.4.1.2.1.1
The PA shall make any modifications, corrections, or establish a work-around that can be implemented to bring the system back on-line so the current conference can continue within 10 minutes.  If the problem is equipment or system failure that cannot be resolved, the PA shall speak with the customer and establish an alternative plan within 30 minutes of dispatch of the troubleshooting request.  Examples of alternative plans include finding another room, using the overhead projector instead of slide show, providing hard copies of briefing, or canceling meeting and rescheduling, etc.  The PA shall receive customer approval of the alternative plan.  The PA shall notify the KO or authorized Government personnel with details of the specific problem, and customer approved alternative plan within 2 work hours of dispatch of  troubleshooting request.  

5.4.1.2.1.2
The PA shall contact the vendor  responsible for performing necessary repairs within 2 work hours of dispatch of troubleshooting request and work with the vendor to problem resolution.  The PA shall repair or replace defective equipment within 1 workday of dispatch of troubleshooting request.  The PA shall contact customers scheduled to use equipment and software in conference room experiencing equipment or software failure and provide status of equipment and scheduled repair.  The PA shall assist the customer with an alternative plan.

5.4.1.2.1.3
The PA shall document each problem, corrective actions taken, and time spent.  The PA shall provide this documentation to the KO or authorized Government personnel within 1 workday of problem resolution.

5.4.1.3

Operations of the Baylor Conference Center Complex.  The PA shall provide operational and technical support for software and equipment located in the Baylor Conference Center Complex.  If work order specifies, the PA shall provide a technician proficient in operating the equipment and software used in the Baylor Conference Center Complex for each scheduled session.  The PA shall provide an on-site technical support person who is qualified to troubleshoot problems during a scheduled session.  The PA shall troubleshoot problems as defined in Sections 5.4.1.2.1.1 through 5.4.1.2.1.3. 

5.4.2

Multimedia Services.  The PA shall provide scheduling and operations for multi-point video conferencing sessions.  The PA shall provide professional consultation services for multimedia to include analysis, design, and implementation, including on-site meetings if requested by the customer.  The PA shall provide customer training on multimedia services and conference room capabilities to include equipment such as video and data projectors, computer systems, overhead projectors, Liquid Crystal Display (LCD) room control systems, and video conferencing equipment.  The PA shall provide technical support for multimedia services.

5.4.2.1

Multi-Point Conferencing Bridge Services.  The PA shall provide administration, maintenance, and operation of the Conference Room Control System (CRCS) and Multi-Point Control Unit (MCU).  The PA shall have Lucent Technologies MCU Customer Training and be proficient in the operation of MCU and CRCS hardware and software provided at TE-8, Attachment K.  The PA shall ensure that CRCS and MCU are operational 100 percent 0600-1630, Monday through Friday, or upon customer request.  For each reservation, the PA shall ensure each site requested has reached connectivity, and that each site has proper sound and video quality.

5.4.2.1.1
Scheduling Multi-Point Conferences.

5.4.2.1.1.1
The PA shall record multi-point reservation service requests into the work order system.  The PA shall complete work orders within the time frames established by the customer.  The PA shall schedule conferences at the highest bandwidth possible.

5.4.2.1.1.2
The PA shall schedule multi-point or point-to-point videoconferences on the CRCS and MCU within 30 minutes of dispatch of customer request.  After scheduling the conference, the PA shall provide a confirmation sheet generated from the CRCS to the customer within 10 minutes of dispatch of customer request. 
5.4.2.1.1.3
The PA shall maintain a current list of video numbers on post, as well as customer name, video point-to-point off post, customer voice phone number, customer E-mail address, location of equipment, and customer office symbol.  The PA shall provide this list to equipment POCs and the KO or authorized Government personnel after each action.  The PA shall publish the file on RIA web page and Microsoft Outlook folders.

5.4.2.1.1.4
Using CRCS, the PA shall generate written monthly usage reports contained within the system and provide to the KO or authorized Government personnel.  The PA shall maintain a file of CRCS monthly usage reports by fiscal year for the life of the contract.

5.4.2.2

Training Customer on Use of Conference Rooms and Video Conferencing Equipment.  Upon dispatch of a customer request, the PA shall provide customer training on multimedia hardware and software.  The PA shall conduct training sessions within 3 workweeks of dispatch of customer request.  Upon completion of training session, the PA shall provide each participant with a Government approved training survey.  The survey shall be developed using a numbering scale of 1 being worst, to 5 being best. The PA shall collect the completed surveys and forward them to the KO or authorized Government personnel within 3 workdays of training session.
5.4.2.2.1
The PA shall prepare and provide customized training materials to meet customer's requirements.  The training material shall include basic operating instructions for the customer's equipment.  For video conferencing equipment, an up-to-date listing of video 

numbers used on this installation, PA POCs for scheduling multi-point calls, a sample of a 

multi-point reservation sheet, and procedures for reporting problems shall also be included.  

5.4.2.2.2
The PA shall conduct on-site training at the customer's work site for groups of five or less.  The PA shall conduct training of groups of six or larger in a conference room, if possible, within the building where the customer resides, with same make and model multimedia equipment unless otherwise negotiated with customer.  Each training session shall include a copy of the training material for each participant and a question and answer period.  For video conferencing, the training shall also include a point-to-point video conference call, and a question and answer period.  The PA shall ensure equipment is set-up and operational prior to training.  Training sessions shall be scheduled for a minimum of 1 work hour, unless customer requests a shorter session. 

5.4.2.3

Technical Support for Conference Rooms and Video Conferencing Services. Upon customer request, the PA shall provide technical support for multimedia services for conference rooms identified in Table C-5-10.  Customer requests shall be documented in the work order system.  

Table C-5-10:  Conference Rooms

Title
Building
Floor

Commanding General’s Conference Room
390
1st

Command General’s Executive Conference Room
390
1st

OSC Conference Center
350
6th

Burbules Conference Room
350
6th

Larsen Conference Room
350
4th

Monroe Learning Center
350
3rd

TAG Conference Room
390
3rd

RIA Commander's Conference Room
390
1st

5.4.2.3.1
The PA shall ensure all  technical support work order requests and are entered into the work order system.  In accordance with work order priorities defined in Section C-2, the PA shall complete work orders based on the following priority time frames:  Priority 1 through 3 within 15 minutes of dispatch of the work request.  Priority 4 and 5 do not apply to this service.

5.4.2.3.2
When installation conference rooms are in use, the PA shall respond within 15 minutes of dispatch of request for technical support assistance.  Response includes identifying, tracing, or isolating a problem with hardware and software located within the conference room being used. 

5.4.2.3.2.1
If a hardware or software problem is encountered, the PA shall make any modifications, corrections, or establish a work-around that can be implemented to bring the system back on-line so the current session can continue within 30 minutes of the technical support request.  If the problem is equipment or system failure that cannot be resolved, the PA shall speak with the customer immediately about the problem. 

5.4.2.3.2.2
The PA shall notify the room administrator with details of the specific problems within 1 work hour of dispatch of the technical support request.  The PA shall provide to the room administrator and the KO or authorized Government personnel documentation describing specific problem and corrective actions taken within 1 workday of dispatch of technical support request.  (Covered in 5.4.2.3.1)

5.4.3
Electronic Imaging and Scanning.   The PA shall ensure electronic imaging and scanning work order requests are entered into the work order system.  The PA shall complete work orders within time frames established by customer.  The PA shall provide vector and raster conversion services from a variety of sources, which includes hard copies (onion skins, originals, copies, vellums, bound and unbound books, newspapers, etc.), utilizing various formats, and electronic documents.  Documents are often of irregular size and quality ranges from very poor for hard copy documents to very good for electronic documents.  Upon request from the customer, the PA shall perform document preparation work which includes removal of staples, paper clips, etc., and subsequent reassembly upon completion of scanning.
5.4.3.1
Conversion Services.  
5.4.3.1.1
Vector Conversion Services.   The PA shall perform vector conversion services IAW MIL-STD-2407, Interface Standards for Vector Product Format (dtd 28 June 1996).  The PA shall conduct quality assurance on each vector conversion service performed IAW Section 4, MIL-PRF-0089049, Performance Specification General Specification for Vector Product Format (VPF) Products (dtd 24 November 1998).  Vector conversion services shall be completed IAW the customer's requirements.  The PA shall provide an on-site drop off point for customers and, unless otherwise directed by the customer, shall return to the customer any materials provided for conversion.

5.4.3.1.2
Raster Conversion Services.  The PA shall perform raster conversion IAW Section 6, MIL-PRF-28002C, Performance Specification Requirements for Raster Graphics Representation in Binary Format (dtd 30 September 1997).  The PA shall conduct quality control on each raster conversion service IAW Section 4, MIL-PRF-28002C, Performance Specification Requirements for Raster Graphics Representation in Binary Format (dtd 

30 September 97).  Raster conversion services shall be completed IAW the customer's requirements.  The PA shall provide an on-site drop off point for customers and, unless otherwise directed by the customer, shall return to the customer any materials provided for conversion.

5.5

Printing and Publications.  The work order priorities defined in Section C-2 do not apply to Printing and Publications.
5.5.1

Forms Management.  The PA shall manage and direct the Forms Program using procedures and guidance contained in DA Pamphlet 25-31, Forms Management Analysis and Design (dtd 31 July 1995); Headquarters DA Policy Letter 25-98-1, Less Paper Policy for Departmental Forms and Administrative Publications (dtd 1 December 1998); and Chapter 3, AR 25-30, The Army Publishing and Printing Program (dtd 21 June 1999).   The PA shall 

provide maintenance and disposition of electronic and hardcopy forms files IAW with AR 

25-400-2, The Modern Army Recordkeeping System (MARKS) (dtd 26 February 1993).  
5.5.1.1

Maintain Form Repositories.  The PA shall maintain an electronic repository of current forms.  The PA shall ensure that current forms are essential.  The PA shall maintain an automated register of current and obsolete forms.  Historical information shall be included in the forms register.  Historical information includes form number, title, description, justification, specifications, and routing information. 

5.5.1.2
Establish Forms.  The PA shall ensure work orders requesting to obsolete an existing form, establish a new form, or revise a form are entered into the work order system.  The PA shall analyze new and revised forms submitted for approval to ensure each request is fully justified.  The PA shall respond to each customer request within 4 work hours of dispatch.  The PA shall provide guidance for customer organizations as requested by customer or as dictated by change. 

5.5.1.2.1  
Form Compliance.  The PA shall ensure local forms are numbered consecutively using the Series Numbers and Titles of Administrative Publications found in Table 2-4, AR 

25-30, The Army Publishing and Printing Program (dtd 21 June 1999).  The PA shall ensure the RIA Legal Office has authorized privacy act statements for forms used to collect personal data.

5.5.1.2.2
Digitize Forms.   Based on customer request, the PA shall either automate or scan new or revised forms.  The PA shall follow guidance in paragraph 3.15, Chapter 3, AR 25-30, The Army Publishing and Printing Program (dtd 21 June 1999) and Chapter 3, Section II, DA Pamphlet 25-31, Forms Management Analysis and Design (dtd 31 July 1995) in developing and designing electronic forms.  The PA shall design electronic forms and ensure that local forms have a prescribing publication for every form used by two or more elements of an installation or activity.  The PA shall use the DOD standard JetForm FormFlow, Version 2.1 or higher (identified in TE-6, Government Furnished Software), to design electronic forms.  The PA shall design forms in JetForm FormFlow within 20 workdays of  dispatch of customer request, or the negotiated time agreed upon by the customer.  Forms not designed in FormFlow shall be scanned into the Forms Printing System (FPS) within 2 workdays after dispatch of the form.  The PA shall provide an on-site drop off point for customers and, unless otherwise directed by the customer, shall return to the customer any materials provided for digitization.

5.5.1.3
Form Reproduction.  Upon dispatch of a work order requesting approval to reproduce a form, The PA shall approve or disapprove IAW paragraph 3-14, Chapter 3, AR 25-30, The Army Publishing and Printing Program (dtd 21 June 1999) within 1 workday of dispatch of request. 

5.5.1.4
Troubleshooting and Problem Resolution.  Upon dispatch of a work order request, the PA shall provide troubleshooting and problem resolution support.  The PA shall resolve problems associated with JetForm FormFlow and electronic forms within 1 work hour of dispatch of work order. 
5.5.2
Army Electronic Library Guidance.  The PA shall develop and test instructions on how customers can access and use the Army Electronic Library and other electronic publications and forms CDs.  The PA shall disseminate instructions to customers within 10 workdays after the new CDs are received. 
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