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5.3.3

Help Desk Services.  The PA shall operate a Help Desk, including providing problem resolution services for all PA provided services to include an on-site service for walk-ins.  Also, the Help Desk shall submit equipment maintenance repair work orders, provide mainframe support services (to include liaison services), and maintain and operate a limited lending library of software and hardware.  

5.3.3.1  
Work Orders.  The PA shall ensure all requests for assistance - walk-in, phone, and e-mail - are entered into an automated work order system.  The PA shall consolidate multiple requests for assistance associated with a specific problem or event under a single work order.  

5.3.3.1.1  
Response Standards.  The PA shall answer one hundred percent of calls and ensure the telephone hold queue time does not exceed an average of 40 seconds per call.  The PA shall provide Help Desk services within the standards as described in Table C-5-3.  For those work orders submitted to a specialist, the PA shall assign a priority as defined in Section C-2 and furnish the status of the work order to the customer.  



Table C-5-3:  Time Frames and Percentages for Help Desk Calls

	Service Provided
	Performance Standard
	Requests for Assistance Resolved Within

(from time request was dispatched)
	Work Order Submitted to Specialist Within

(from time request was dispatched)

	Mainframe Processing Support
	100%
	Walk-in: 15 min

Phone:  15 min

E-mail:  2 hrs
	Walk-in:  25 min

Phone:  25 min

E-mail:  2 hrs

	Software Support
	95%
	Walk-in: 10 min

Phone:  10 min

E-mail:  2 hrs
	Walk-in:  20 min

Phone:  20 min

E-mail:  2 hrs

	Hardware & Oper Sys Software Support
	95%
	Walk-in:  10 min

Phone:  10 min

E-mail:  2 hrs
	Walk-in:  15 min

Phone:  15 min

E-mail:  2 hrs


5.3.3.2
Help Desk Operations.
5.3.3.2.1
Mainframe Support Services.   Rock Island Arsenal obtains mainframes operation services via an outside service provider.  

5.3.3.2.1.1
Mainframe Processing Support.  The PA shall record, troubleshoot, and determine appropriate corrective actions for mainframe support IAW Table C-5-3.  This support includes, but is not limited to, printers, password and user-id support, software, and menu configuration.  For those services that can only be resolved by the mainframe service provider, the request is forwarded to the mainframe service provider for resolution.  The PA shall include the mainframe service provider tracking number in the work order prior it being considered resolved and complete. 

5.3.3.2.1.2
Liaison Services.  The PA shall act as the liaison between the outside mainframe service provider and all customer organizations.  The PA shall document and forward 100 percent of requested messages (both to and from the customer).   The PA shall coordinate customer unique requirements (e.g., overtime requests to ensure systems are available after normal business hours) with the mainframe service provider.  The work order is complete when confirmation from the mainframe service provider has been received.  The PA shall coordinate mainframe service notifications (e.g., maintenance schedules that make the system unavailable) with the customer base.  The work order is complete when the information has been forwarded.

5.3.3.2.2
Software Support (non-mainframe).  The PA shall record, troubleshoot, and determine corrective action for software support IAW Table C-5-3.  Software supported is provided at TE-8, Attachment D, and is subject to change as software and new technologies evolve.  Problem resolution includes unlocking or resetting user-ids and passwords, and issuing one-shot passwords.  

5.3.3.2.3
Hardware and Operating System Software Support.  The PA shall record, troubleshoot, and determine corrective action for network infrastructure support IAW Table C-5-3.  This support includes, but is not limited to, terminal server access control system (TSACS) connection problems, printer, routers, hubs, file servers, Tier II, and networks.  Problem resolution includes unlocking or resetting user-ids and passwords, and issuing one-shot passwords.    

5.3.3.2.4  
Network Address Table Maintenance.  The PA shall enter a work order within 10 minutes of dispatch of request and within 2 hours for e-mail requests.  The PA shall update the network address table (10 minutes are allotted for each network address).  Information entered into the network address table shall be error free.

5.3.3.2.5
User-ids/Password Support.  For Mainframe, Software, and Network support (paragraphs 5.3.3.2.1 - 5.3.3.2.3), the PA shall unlock or reset a user-id(s), or issue, unlock, or reset a password(s) only after verifying requester's identity.  System password controls and system access services shall be provided IAW Chapter 2, paragraph 2-14 and 2-16, and Appendix G, Sections 1 and 2, AR 380-19, Information Systems Security (dtd 27 February 1998).

5.3.3.2.6
Equipment Maintenance Support.  The PA shall troubleshoot all requests for assistance for the equipment categories listed at TE-8, Attachment E.  This list is subject to change as new technologies evolve.  The PA shall enter a work order for all requests for assistance within 10 minutes of dispatch of request and within 2 hours for e-mail requests.  The work order is complete when the request has been resolved or a repair request is submitted to the appropriate service provider.  

5.3.3.2.6.1  
Help Desk Service System (HDSS).  The PA shall maintain and operate the Help Desk Service System (HDSS).  If the PA is unable to resolve the request for assistance, the PA shall research warranty information with the manufacturer or retailer.   This includes requesting information from the manufacturer or retailer as necessary.    The PA shall ensure all hardware repair requests are entered into the HDSS (to include repair requests, warranty information, and repair history).  Upon customer request, the PA shall make the HDSS customer module available for customer use within 2 workdays of dispatch of request.  Upon customer's request, the PA shall provide a repair history to customer within 2 work hours of dispatch of request.  

5.3.3.2.6.2
Warranted Equipment.  If the equipment is under warranty, the PA shall submit a hardware repair request to the appropriate manufacturer or retailer within 2 work hours of dispatch of request for assistance.  

5.3.3.2.6.3  
Non-warranted Equipment.  For equipment no longer under warranty, the PA shall submit a hardware repair request to the appropriate service provider within 2 work hours of dispatch of request.  
5.3.3.2.7
Loan Library.   The PA shall operate and maintain an on-site Loan Library providing customers with a lending source of equipment and software.  This service is provided to customers in the event of equipment failure, customer travel, and temporary use for special projects.  Upon customer's request, the PA shall provide on-site instruction to customers on use of equipment and software prior to issue.

5.3.3.2.7.1 
Loan Procedures.  The PA shall enter a work order within 10 minutes of dispatch of request and within 2 hours for e-mail requests to reserve the equipment.  This equipment and software list is provided at TE-8, Attachment F, and is also included in TE-3.  This list is subject to change as new requirements and technologies evolve.  Loan out of equipment is provided to the customer on a first come, first serve basis.  If a conflict arises over equipment, the PA shall elevate the conflict to the KO or authorized Government personnel official responsible for operation for resolution.

5.3.3.2.7.2
Property Accountability.  The PA shall sub-hand receipt loan library items.  The PA shall prepare sub-hand receipt (DA Form 2062) for all loan library items and accessories, and obtain customer signature prior to releasing equipment.  The PA shall complete the documentation and issue the equipment within 10 minutes of customer arrival for pickup.  The request is resolved when the sub-hand receipt is issued, however the Work Order is complete when the equipment is returned.  The PA shall inventory each item and its accessories to ensure all items and accessories are returned.  The PA shall validate the integrity of software and operability of equipment before the next loan out.  







